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Motivation: Outsourcing Computation
(Example: Tax Return Preparation)
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Motivation: Outsourcing Computation
(Data and computation have moved outside the trust perimeter)

Trust perimeter: The boundary within which an owner has direct administrative control or is willing
to trust the machines, software, operators, and procedures.

When data or computation is delegated to a third-party service, it crosses this trust perimeter.

Cloud computing is a good example. Cloud providers may supply hardware, operating systems,
applications, storage, databases, computation, and analytics services.

The same issue arises much more broadly whenever users interact with systems they do not fully
control, including client-server systems, distributed systems, peer-to-peer networks, web services,
social networks, big-data platforms, fintech apps, etc.



What can go Wrong?

Cause

What it means

Security consequence

Misconfiguration / erroneous failure

A system is configured incorrectly or
simply fails.

Data may become exposed,
corrupted, or unavailable even
without a malicious attacker.

Economic incentives

A provider may optimize cost in ways
that reduce redundancy, monitoring,
or other protection.

The owner and provider may value
risk differently.

Limited liability

A contract may disclaim
responsibility for certain losses.

Liability language allocates
financial/legal responsibility; it does
not technically protect the data.

Compromise / attack

An adversary gains unauthorized
influence over a system.

Confidentiality, integrity,
authenticity, or availability may be
violated.




What can go Wrong?
(Example of Limited Liability)

Amazon Web Services customer agreement

8. Disclaimers.

THE SERVICES AND AWS CONTENT ARE PROVIDED “AS IS." EXCEPT TO THE EXTENT PROHIBITED BY LAW, OR TO THE EXTENT ANY STATUTORY RIGHTS APPLY THAT CANNOT BE
EXCLUDED, LIMITED OR WAIVED, WE AND OUR AFFILIATES AND LICENSORS (A) MAKE NO REPRESENTATIONS OR WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR
OTHERWISE REGARDING THE SERVICES OR AWS CONTENT OR THE THIRD-PARTY CONTENT, AND (B) DISCLAIM ALL WARRANTIES, INCLUDING ANY IMPLIED OR EXPRESS WARRANTIES (1)
OF MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, OR QUIET ENJOYMENT, (1) ARISING OUT OF ANY COURSE OF DEALING OR
USAGE OF TRADE, (1) THAT THE SERVICES OR AWS CONTENT OR THIRD-PARTY CONTENT WILL BE UNINTERRUPTED, ERROR FREE OR FREE OF HARMFUL COMPONENTS, AND (IV) THAT
ANY CONTENT WILL BE SECURE OR NOT OTHERWISE LOST OR ALTERED.



Ransomware attack on Canvas
last semester.

What can go Wrong?

(Attacks are Common

SHINYHUNTERS
rooting your systems since '19 ;)

ShinyHunters has breached Instructure (again).

Instead of contacting us to resolve it they

ignored us and did some “security patches”.

A WARNING

If any of the schools in the affected list are
interested in preventing the release of their
data, please consult with a cyber advisory firm
and contact us privately at TOX to negotiate a
settlement. You have till the end of the day by
12 May 2026 before everything is leaked.

Instructure still has until EOD 12 May 2026

to contact us.

v DOWNLOAD AFFECTED_SCHOOLS.TXT v
91.215.85.103/pay_or_leak/
instructure_affected_schools_list.txt

visit us: shnyhntww34phqoa6dcgnvps2yu7dlwzmy5
Lkvejwido6z7bmgshzayd.onion



What can go Wrong?

(Attacks are Common)
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As of June 2026

What can go Wrong?
(World’s Biggest Data Breaches and Hacks)
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What can go Wrong?
(World’s Biggest Data Breaches and Hacks)

Data Breaches by data sensitivity
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Example: Heartbleed Bug (2014)
(Summary)

e TLS is a security protocol used to protect network
connections, including HTTPS.

* OpenSSL is one of the most widely used software libraries
for implementing TLS.

* Heartbleed was a critical vulnerability discovered in 2014

in versions of OpenSSL that had been vulnerable since
2012.



1. Visit a secure website

Example: Heartbleed Bug (2014)
(What is TLS?)

€5 C f https://shop.example.com

Example Shop E
Payment
Card Number
4242 4242 4242 4242
Expiry Date cve
12/26 123

You connect to the website
over HTTPS. The lock icon
indicates TLS is being used.

=

f
2. Handshake begins
Your Website
Browser (Server)
ClientHello
=2
« supported versions
* cipher suites
* key share
ServerHello

« chosen version
« chosen cipher suite
« key share

The browser and server begin
negotiating secure settings.

TLS Handshake

3. Server authenticates itself
Your Website
Browser (Server)
D Certificate
' +—
CertificateVerify @
A

Certificate

trusted CA
correct hostname

server proves it has
the private key

The browser verifies the
server’s identity as part of
the TLS handshake.
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4. Shared session keys
are established

Website
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Your
Eomese Key exchange
== (ECDHE)

B

ephemeral

ephemeral
public key

public key

\
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v

Shared Session Keys
(Secret and identical)
Finished ——»
4— Finished

During the handshake, both sides
derive matching session keys for
this connection.

5. Encrypted communication

flows both ways
Your Website
Browser (Server)
s Protected TLS Channel
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After the handshake completes,
requests and responses are
encrypted in both directions.

Images generated by ChatGPT



Example: Heartbleed Bug (2014)
(Hearbeat and the Heartbleed Bug)

After the TLS handshake, either side can send a small Heartbeat is an extension to TLS, not required for security.
heartbeat message to check the connection. It's enabled only if both sides support it.
TLS Connection

Heartbeat Request

(payload: "PING")
TLS Handshake
<
Heartbeat Response D—-) Encrypted Application Data —P .

v

Client (payload: "PING") Server
(or Server) (or Client) I I

Heartbeat Messages
This lets each side know the other is still alive (optional)
without sending application data.

* Heartbeat requestis of the form: Type || payload-length || payload

* The problem was that OpenSSL trusted the length supplied by the sender without checking
that the message actually contained that many bytes.

Images generated by ChatGPT



Example: Heartbleed Bug (2014)
(How the Heartbleed Bug Works?)

SERVER, ARE YO STILL THERE?
IF S0, REPLY “POTRATO" (6 LETTERS). ser Meg wants these 6 letters: POTATO.
5 ] ) O
OO

O
o)
v
.
https://xkcd.com/1354/




Example: Heartbleed Bug (2014)
(How the Heartbleed Bug Works?)

SERVER, ARE YOV STiLL THERE?

IF 50, REPLY "BIRD" (4 LETTERS). Dz Mg ot
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Example: Heartbleed Bug (2014)
(How the Heartbleed Bug Works?)

SERVER, ARE YOU STiLL THERE? : R
Fso‘jm; )
O
o
. |

Predict what will happen




Example: Heartbleed Bug (2014)
(How the Heartbleed Bug Works?)
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Example: Heartbleed Bug (2014)
(Real-World Exploitations)

* Each malicious heartbeat request could leak up to about 64 KB of memory. An
attacker could send many requests, potentially obtaining different pieces of memory
each time.

* We don’t really know how much data was stolen before this vulnerability was
reported.

e Some documented cases:

* Canada Revenue Agency (CRA): An attacker exploited Heartbleed against the Canadian tax agency
and extracted the Social Insurance Numbers (SINs) of approximately 900 taxpayers, along with
additional fragments of personal information.

 Community Health Systems: An attacker reportedly exploited Heartbleed against this U.S. hospital
operator and stole personal information relating to about 4.5 million patients, including Social
Security numbers and other identifying information.



What is Computer Security?

At a high level, computer security is the protection of information systems from
* theft or damage to the hardware, the software, and to the information on them, as well as from

disruption or misdirection of the services they provide

e any possible threat

What is at stake?

Asset: Anything in a computer system that has
value to some stakeholder: data, hardware,
software, credentials, service capacity,
reputation, or even the continued ability to
perform a task.

Valuable assets deserve security protection, to
preserve their value and/or to prevent harm.

Who are the players?

Defenders:
e System owners, users or administrators
* Seek to enforce one of more security
properties or defend against certain
attacks.
Attackers:
e External entities
* Seek tolaunch attacks that break a
security property or impose the system
to certain threats.



Fundamental Security Properties

Confidentiality

Only authorized access

Computer security seeks to prevent unauthorized
viewing (confidentiality) or modification (integrity) of
data, while preserving access (availability)

Integrity Availability

Accurate and unaltered data Accessible when needed



Fundamental Security Properties
(Confidentiality)

Intuitive Definition

Example Failure

Example Control Mechanisms

An asset should only be viewed by

authorized parties.

message.

An eavesdropper reads a private Access control, encryption,

obfuscation, sanitization.

Policy:
Who + What+ How = Yes/No

Example: Access Control Configuration




Fundamental Security Properties

(Integrity)

Intuitive Definition

Example Failure

Example Control Mechanisms

An asset should only be modified in
authorized/acceptable ways and
remains accurate, consistent,
meaningful, and usable.

An attacker changes a bank transfer

amount

Hashing, MACs, resource
separation/protection, error
detection/correction.

General | Secuty | Detais | Previous Versions

‘ﬁlj Stuff | hope They Dont Find

Type of file Microsoft Word Document (.docx)

Opens with: (W] Microsoft Word [ Cchange.. |

Location: C:\Users\sammons 17\Documents\Criminal Scheme:
Size 12.2 KB (12,587 bytes)
Size on disk:  16.0 KB (16.384 bytes)

Created Wednesday, April 20, 2011, 7:15:51 PM
Modified Wednesday, April 20, 2011, 7:15:52 PM

Accessed Wednesday, April 20, 2011, 7:15:52 PM

Attributes Read-only Hidden

It is not just the content of a data file that needs to be
maintained with respect to integrity. We also need to protect
the metadata for each data file, which are attributes of the file
or information about access to the file that is not strictly part

of its content.




Fundamental Security Properties

(Availability)

Intuitive Definition

Example Failure

Example Control Mechanisms

Authorized parties can use an asset
or service when needed, with
acceptable and timely response.

A service is overwhelmed with Al
bots and legitimate users cannot

access it.

Redundancy, fault tolerance,
distributed architectures, captcha

(.Q\PTQ\\\

Type the word above

aaaaaaa




The “Vulnerability - Threat - Control” Paradigm

* A vulnerability is a weakness that could be exploited to cause harm
* Athreatis a set of circumstances that could cause harm

* A security control is a mechanism that protects against harm, i.e.,
countermeasures designed to prevent threats from exercising vulnerabilities

Thus

» Attackers seek to exploit vulnerabilities in order to impose threats.

* Defenders seek to block these threats by controlling the vulnerabilities.



The “Vulnerability - Threat - Control” Paradigm
(Examples of Vulnerabilities)

* Some application code is mistakenly using an algorithm for encryption that has
been broken.

* There is no checking of array bounds.

* Heartbleed bug.



The “Vulnerability - Threat - Control” Paradigm
(Examples of Threats)

* Eavesdropping: Intercepting information intended for someone else while it
travels via a communication channel.

e Alteration: Unauthorized modification of information.
* Denial of Service: Interrupting or degrading a data service or information access.

* Spoofing: Fabricating information so it appears to come from another source.



The “Vulnerability - Threat - Control” Paradigm
(Types of Threats)

Human Causes

Natural Causes
e.g. fire, power failure




The “Vulnerability - Threat - Control” Paradigm
(Too Many Unknowns)

* There are too many types of threats.

» Attackers themselves range from individuals to loosely connected groups,
criminals-for-hire, organized crime, and terrorists.

* Their goals can differ: theft, disruption, espionage, manipulation, financing other
crimes, or using computers as a target, method, enabler, or enhancer of another
activity.



The “Vulnerability - Threat - Control” Paradigm
(Risk Management)

Complete protection against every conceivable threat is usually impossible. Security engineering
therefore allocates limited resources according to risk.

1. Identify valuable assets and the security properties that matter for them.

2. ldentify threats and vulnerabilities that could violate those properties.

3. Estimate the possible impact and the likelihood of the threat as well as the available evidence permits.
4. Estimate the cost and effectiveness of candidate controls.

5. Deploy controls that give an acceptable cost/benefit tradeoff.

6. Evaluate residual risk - the risk that remains after controls are deployed.

7. Accept, further mitigate, avoid, or transfer some of that residual risk.

Not a one-shot exercise: New software, new users, new attackers, changing incentives, and newly
discovered vulnerabilities change the risk landscape. Security decisions must be revisited over time.



The “Vulnerability - Threat - Control” Paradigm
(Types of Controls)

Best-Effort Approach: The defender rarely knows the exact probability of an attack, the exact severity of
possible harm, or the complete set of vulnerabilities. Security is therefore a best-effort optimization problem
rather than a proof that "nothing bad can ever happen.”

Types of Controls:

Prevent — attack is blocked

Deter — attack becomes harder
Deflect — change target of attack
Mitigate — make impact less severe
Contain — stop propagation of harm
Detect — real time or after the fact

Recover — from its effects



Goals for this Class

Think like an attacker — identify possible risks, unfounded assumptions
Recognize common sources of vulnerability
Understand and apply tools and techniques for mitigating vulnerabilities

Understand security/privacy in a broader context



(Tentative) List of Topics we will Cover

 Security Principles

Cryptography

Authentication
Web Security

Operating Systems Security

Network Security

Al Security
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