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Recap (Block Ciphers)



Problem Setting: Secret Communication

• Alice wants to send a message 𝑚 to Bob.
• How can Alice convey this message to Bob, while keeping it hidden from an 

eavesdropper Eve?
• In other words, how can we ensure confidentiality of 𝑚?



Problem Setting: Secret Communication

• Key Generation: KeyGen is the randomized process of choosing a secret key 𝑘, 
which is used as input to both Enc and Dec algorithms.

• Encryption: Alice transforms (encrypts) the message 𝑚 – also called the “plaintext” 
– into a “ciphertext” 𝑐.

• Communication: Alice sends 𝑐 to Bob.
• Decryption: Bob recovers (decrypts) the original 𝑚 from 𝑐.



Kerckhoffs’ Principle

• If the algorithms themselves are not secret, then there must be some 
other secret information in the system.

• That information is called the secret key.

• If a secret key gets compromised, we only need to choose a new one, not 
reinvent a new encryption algorithm.

• Put differently, the security of the system is concentrated in the secrecy of 
the key, not the algorithm.

Auguste Kerckhoffs
19th-century 

Dutch cryptographer

“The cipher method must not be required to be secret, and it must 
be able to fall into the hands of the enemy without inconvenience.”



Classical Ciphers/Encryption Mechanisms
(Vigenère: Poly-alphabetic Shift Cipher (1300s))

KeyGen: Key 𝑘 is a random word of length 𝑡.
Encryption Algorithm: as an example, say 𝑘 = 𝐶𝑅𝑌𝑃𝑇𝑂 

This cipher was a lot harder to break. In fact, a systematic attack took years to devise.

msg

C R Y P T O C R Y P T O C R Y P T

cipher Y Y Y I T B K T C S T M V F B P R

key

+ mod 26

Exercise

Think of an attack!

W H A T A N I C E D A Y T O D A Y



Classical Ciphers/Encryption Mechanisms
(How to break Vigenère cipher)

Warm up Case: Let us assume that we already know that the size of key 𝑘 is 6.
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key
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Naïve Approach: Every 6th character is encrypted under the same alphabet. We can do a separate frequency 
analysis on “YKV..”, “YTF..”, and so on.
• The problem is that this approach still requires some guesswork. 



Classical Ciphers/Encryption Mechanisms
(How to break Vigenère cipher)

Warm up Case: Let us assume that we already know that the size of key 𝑘 is 6.
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A Better Approach: 
• Let 𝑝𝑖(0 ≤ 𝑖 ≤ 25) denote the frequency of the 𝑖th English alphabet in a normal English text. 

• One can compute σ𝑖 𝑝𝑖
2 ≈ 0.065.

• Let 𝑞𝑖(0 ≤ 𝑖 ≤ 25) denote the frequency of the 𝑖th English alphabet in above text “YKV..”. 
• If this set of alphabets is encrypted under the 𝑘th alphabet, then 𝑞𝑖+𝑘 ≈ 𝑝𝑖  for every 𝑖.

•  To find 𝑘, search through {0, … , 25} and output the 𝑘 for which σ𝑖 𝑝𝑖𝑞𝑖+𝑘  is closest to 0.065.

• For a wrong 𝑘, this value will be closer to σ𝑖
1

26

2
≈ 0.038.  



Classical Ciphers/Encryption Mechanisms
(How to break Vigenère cipher)
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When the size of key is unknown: Apply the same attack separately for all sizes up to some upper bound 𝑡 . 



Perfectly Secure Encryption































Computational Security

















Computationally Secure Encryption























Key-Exchange Protocol
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