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Recap (Secret-Key Encryption)



Problem Setting: Secret Communication
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Alice Bob

Eve

* Alice wants to send a message m to Bob.

* How can Alice convey this message to Bob, while keeping it hidden from an
eavesdropper Eve?

* In other words, how can we ensure confidentiality of m?



Problem Setting: Secret Communication
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Key Generation: KeyGen is the randomized process of choosing a secret key k,
which is used as input to both Enc and Dec algorithms.

Encryption: Alice transforms (encrypts) the message m — also called the “plaintext”
—into a “ciphertext” c.

Communication: Alice sends ¢ to Bob.

Decryption: Bob recovers (decrypts) the original m from c.
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