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Cryptographic Hash Functions



Hash Functions
Functions that take iﬂputs of aa,bit'w.aﬁ !.e.'hath and, ODTHPMSS themn JUnto
Shoat, ffmd, ie‘njbh anubs‘
H : fo.i}I—) fo,f}n

axbfﬁlmﬂ Ll‘i”ﬂﬁﬁh
Taroditional wise of' hesh funottnns was un data Stuctures to
enable jastu., beekuf time  wwhen éforﬁnj o set of elements.

TJo ietyievt on element » JLF

Su..j-fftcs to compute H(x) amecl })mbe

or
that saew un the hash table to LookK

H H ash fo.h. x. Thi & more e,ﬁi'dsnt Ehom

Table Loukinj u,P % A the D'rfsfnal, List.




Collistons tnh Hash Funcons.

A haosh fLLﬂc,t?,DYl namau.y haox *LOLLf,&fOﬂs*J wheae & Coliston b a_,f:af,ﬁ. OJ"-

dlstnct  elements % oand 1, such that  H(w = H(X).
Agood. hash jluﬂwiorl 51‘3ch4 jcw wUlsCons, beccuwse when a
coliston happens , two  elements end  up un the Soame row [n the

hosh toble |, AN oﬂ,ea.sf.rﬁ the Loonufa tome.




Collision - Reststont Hash Funcbons

Collistom -nesistant hash f.mc,tf,ons (CRHF) are %Pm\ajm}mﬁc Versions oj—
hash funciions , where the \cjocu, JA Mot U"mb to minimize +he
Nnyumbes o]C colstons, but Lt sheuld alse be ufmjea,sibtc Jlmf any
Pﬂubabflls'tit Polﬁﬂomﬁal,-ﬁmc Q,ijuﬁthm tof'noL o olLston tm H.

Note thoat CRHFs one St Lom’)mess?oﬂ j’b{.ﬂ(.i:t}ﬂs, so collestoms exist,

but wcjust wenmt  Swch  Collistons to e hoad to :fl';nd,.

We f:w:fca,uﬁ consiader Kcye,d, CRHFs.
HZC%) = H(K,%)
Unllke cUl Othea P.nfmfbim we howve caacssect So fﬂu‘u, here we donm't coare
about hfdﬁhﬂ the Ketf'
It Should be hond to f«fnd o coulfsfon in H-, for A omdomly

chosten K, evem 35%7\ K.




_Domain Extension,

Hash fum,tiohs one ofl:ch construected. by j—irst d,esfjnﬂnj o. CRHF that
hendles j’fmd.-tt’,ﬂjth Jﬂpm , and then msinj domoin extension ¢o

handle ahbitro.aa - L&ﬂjbh .ﬁnf:mts.

Dormain extension
O thonsform
h > H
h— H
fﬂjlﬁﬂ fO]fjh
fou'&*

MeaKle - Dam\ﬂ&md tmansform Uh 0N emm})Lc. oj dovnoin exkemsion.

fory™



Menkle - Doamgard Transform
“J L

Ket hK:fO,li'm—-) [‘-':),13‘1"l be . CRHE

x n
we can design o CRHF He'fong =fonl os follows:

Let 'K.Efﬂulﬁl- be o L-bit f:nru.b' that we want to hash M;[ﬂj H.

PMQL xz xl)--c, xB ? Whm&

It L us

~ a0
Set IV =0

Zo= 1V )H hh = hk‘

not odiuvisible byh

L&)

Cleciwn':

I hx us o CRHF,

B- and each X; e§o.r§

we Pa_cL x with aﬂamfmo.te_bﬂ mony Os.

LNt aioZoion c.toT.

thenm %o s Hyg.

xg

L




Case 1

Pmoj :

et s assume fo'r the SakKe of Contvadlction  that b ub ecu.:j to Flnd.
wy,x' , Swch that Hg (W) = Hk(x). We will Show thoat Lt ymust Ehen

alse be eory  to TquoLO, collisiom Un hx to ornive ot o Contraolcken.
[L]rF/x'} Y )(.E{OH&L and xiéfon?. I3 Hg (%) = He (%), them

Lt must be the case that  hy(., L) = he (- L). T J& 00 collision
on hg. Thais means, am MWYSMVU who Com f*i'nd, tolliston n Hie,
Con olse ffmi a olllsion On hx. But Simce hy us L CRHF, [t
should be hard for amy PPT odversary o ft'md, such (oULstons.

Henee, Lt muwt ouse be honol fov any PPT admswﬁ to Fnd,

collistons un Hg.



Case2| [x.|=}-x_’l! Let x,x'e{o,lf. Porse x=%,,..,%xg % x'=xi...xy.
Since  x*Ex', there must exist at least ome 1€ [Bl, Such that
w; # 1. het’s /::EU: the LO.AjCAt:' Such 1.

Ej— He (x) = He (), them Lt wust be the se that hg (., %)= hg (. .¢0).
Thes Ub a valid tollision Ln hg. . But Simce hg b CL CRHF, Ut
should be hord for any PPT advasary  to fi'md. Such (OULSLONS.
Hemce, Lt muwt ase be hanrol fov any PPT admsmj to fn"nd

collistons Ln  Hg.

? Hk u&. . CRHF.




Abplicatiomns of CRHFs

[ L J

Passwoad Authenticoation: Imstead c-f .Stoadlnj PLcLiﬂte.x,t Pa,sawo'r‘dz. oM
Savaas , websites cam stove o hash of the passwords insteacd . This

ensures tholt the Pa,sswwm are not oompmmtsed AVadea Lf the Seavea

b LoTnPromT;scd..

De.ciufati.:.a,t—e. Files: To aveid stori'nﬁ duftim{;e wf:&,s of Files, we cam
use hashes OJL ;FLP_A oA u?/d.ﬂ"r'lt:—flf&& We coan hash two JCELu. to
producce Edc'nbifiu.s hy and hy, . If h¥h,, this Em))f)le,s D,#D, . If
hy=h, , Lt almost Mwa.\zjs EWFU,:,S fite Dy=file D,.



HMAC: Hogh J‘—uﬂcﬁows com be wuued 04 MACs.

MAC, (m) = H(K|m). It L c,mhfm,taﬁomauj diﬁfudt to J(E"nci anothea
K||m'  that producest the same hash.

Howewth, Lohen mﬁrﬁ o MenKle- Da:mjcim, based hash , an ad;msmij
Could potentially altach some odditonal § to m to get m =m|s
Aduch that the wonm c,c:u.ELi.f cormpute ’:H( 05)

ﬁacjom, un \':;:)T&.Ctﬂuc.& , e uu.e,P& nejbj&d, Mbijc_ LKe

MAC, (wm) = H( K| H(K|m)).



Hash- ond- MAC! I—f— we hewt o MAC scheme »fm' Sfﬂﬂi‘ﬂﬂ fﬁxcob

Lemg&h me,ssa.jos, ond wont to wuse At fmr sl 'm,'ﬂﬂ Mbtt&o.»ﬁ-
Le,nﬂth wusaﬂ% we can hash the wcssa.jc. to a,PFwFﬂa,te

Lenj{:h d_x,gu.{. ond  Ehen Stdn ShL, dx@ta&t'



Message Authentication Codes (MACs)



Frivate Communicaton

So faza. we have Consldered the problem  of mevate. communication, where Alice
wants to Send o Sewnet mtssaje to BRob , whlle mmerwg sure Eve  pho maz?ht
be amdAonfﬂj on theix COMmuniuation.

EnthPEfion helps with thi.

But om Eve whe ws Only Vu&bcmirg to a phrivate communiation, s Atll a

FJI&H‘.H “chL' b&hawd,j’ MMSM!d.

’ ﬂMc.cf: me at 4pm ! ‘2
>
T Bob

ALl



ﬁmlpm-;"nonf Communtication

In neality, odviasarles could be muth wWOKSE.

What EJI— the a_d.MSM\tj ctan Mot DnL:j cve.sd,wf on o Comwmunication channel,
but calse rtamgcf with ync.ssa\au. on this  communication channel,

Does e.ﬂuvfﬁ’.cm na:&ma.u.:j hz-LfD fmcvt'nt this ? NQ!

Spm |
’\ ﬂMc.c.f: me a,t,?ﬁ'n: a

AL:»LL Tmmljb"‘-' 50&'



Massaga th@ﬂrnd un_ the Non- Di’ériba,l, wWownld

In the /:h\!jsfw.L wonld , e wise si:gna_tmc,s on douments Lo ensune
wumnouthoatsed entities  cannot tampen with them , without furainj
the G:ijmre., whith us hord to de.

We need SOmcﬂnEnj Stmilar In the dZﬁEtai world.




Messaj}e, Authentication (odes ((MACS)

&beerve that ous
MAC KE,H

ﬂoai, here L& nob to K

collecl siﬁna,bmc oA f:a.j.

hilde m. Heve, we
One |ust wsing on

message untegatty. \
J j v Al Bob
Sfjn(rmkﬁ*’ﬂ‘ Verify (m,o,K) = yea|ne

®

X I the adveasary et o]f change

Recall f—rnm the lagsk lecture
wm= i:heg will also hoawe to

that we Combinecd cﬂcﬁujla't:.nn
and MAC un *authenticated A‘dmgmﬂ ffﬂd, oL LDJlﬂfAFOHd_,«Eﬂj o', Such
that Vcﬁ.f]t:j(m,ﬁ‘,l()-*je&. Thuis

aﬂugfﬁn* £0  emnsunt inttjff,b:j of
Should be hoxd ff— they dorn't hove K.

"“m"fjfﬂd' mESQ&.ch.



Messaja Authentication (odes ( MACS)
thin&d b\lj three agonibhms :

chgcn —L K

Sij*nC K,m) D ao

UM.Lj—j(K,m,G') = yes /nNe

Conrnectness:  Aet Kc\rjgc.n-ilk, Ehen ¥ m

Pr [ Verify (&, Sign(kim), m) ] =)

not have the KcU K, Cannot

A PPT a.otvm.sahﬂ whe cloes
even Ej— L gees

Llﬂjofjeabilﬂa :
forﬂe a valkd M™MACL on

o MAC On Ssome mcsso.jc..

ny ThbSSﬂﬁﬂ af (s choice,




Digital Signatures



D

gital  Stgnatures
J J
ijﬁ‘ta,t Sczjna,{rurc,s one cssanﬁ% Pubt.{.c.—- key v ol ontx Df MACs.
Insteoal of o Stf'n\jtc Key in diijM :%naﬁuvg . we have twe
S&Pmaba K:jc: One fmr szzjnﬁnj, and onother once fﬂf vmiffc.a,ﬁfon.

X o X ;
The Siugmung  Key A UKe o phfvate -Key

\J ~ *

J ) y
The *vertticats Ke s WKke e - K ancl meed not be £
e vm:-ftt on y S fu,b c ey, b Kef

hidden.

The u&ﬂforjaabibf,t\fj jmrambc,c_ A alSe only d.&ffmc.d, w.r-t. +the é%ﬂﬂrj Key.
A'md PPT &duMMg who cloews hove the S’rﬂhiﬂj K:;y , Shouwld not be
ablt to jorjt sfjﬂwfurezs 0N rnf,ssajua of thtdy Cholce.



Digital Signatures
J J
’ vk — ﬂ
Alu Bob
¢
K‘ﬁjﬁﬂ'*(s"‘v“") Vui]tj (vk,m,sr) = 0/1L
SEj'n(SK,m)—: 6 é‘ No [ Y&
Eve
Cornnectness . Aetr Kt—yjc.n'i" (sk,vKk), then ¥wm,

PJ;[ Vt'ﬁ]t,‘j (vk, m, SfJﬁ(SK,m))‘—’l] =1

Mﬂfnrﬂmbidtﬂ: A“fj PPT MVLTQ% who dots not hove Sk, Should ot be
oble Fo J(nrje. valiol SE?ﬂaLtuxu on mc,ssrﬁc& uf its cholce, even i;'j— Lt

— ——

hos VK Lk Seesg many vyalicl Stgmatures 55'3?165{ MSE}’Ij Sk.



Bosic Number Theory
~J
jcd (a.b) : gheakest tomrron divisor.

Aet a,b both be Of n-bits . Thelr 3cd, can be t.nrn})ut'c,d. in o(n) tume.

Euclidean Atjorithm: jcd, C13,12) =1 3;:.(! (18,(2) =6
(F mod 2= § 18 mod 1L+ ¢
12 Yod § = 2 12 mod 6 =0
5 mogl L = |
2 mod | =0

3Ld. CayN)=1 : & N oare r..u-}w!me.,
D 3b st. a.b=] (mod N) ! a S (nvelble modulo N 6=£f' us Lt Cnvurse .
f=naal_in C/O'm,:mte b?

Extencled Eucidean A?



Z;=f a_./ acf[,N-1] , 3cd(a;N) =Ij’
Ewler's th(tntfc,nf:) J”M‘?’lcﬁﬂﬂ t]’b(N) = /ZN*/
Y- Jf- N b /bmﬁme , Q(N) = N-I
Ef- N:P‘ﬂ/ (P,q/ AN € Pm'mos) , CPCN)'-'(P“’)'fﬂ,'D
= (N-1D - (p-1) - (ﬂ/'l)

N)
Euler's Theovem: ¥a, N where jcd,Ca,N)=j i a,M z ) (wmod N)

CurnLLo._hﬁ: IJ'- dfeﬂl(mod CP{N)), then (ad)c's a(mod. N)
J %
d-e = | (mod G(N)) (2)" = (a,)cpm'“’(ma N)
b (N) ¢ I
o.e = pIN)-C +I = f/ x (o) ((mod N)
C
= |- 0o (mod N)

(]

a ((moed N)




- Rivest, Shamiy, Adleman

RSA Asswmption
!

Fa,r:f:oﬁnj Assum')t:.on? Cfﬂnme two n-bit Prfmm P’DI/ (P.—#ﬂ,).
Com,au.t"e (N=p-g). Given N, Jt A mmf)u_taﬁ,nﬂa,wj h ool bnftnd,

prg ( oLassELa,LLU)

RSA &ssmn’:ﬁoh.' @am;..ab'e two n-bit /)mfrne.a P,ci,(p#ay). Co'rh}au,.l:& N-—/o.?”

$(N) = (P—;) (9-1D. Choose e 5.t 3cd(e,cp£N))=I.
(,omfm,b-e da = &"@mool ¢{N)) . 6;?%?1 (N,e) x a Aancom 34—42—23,2 , At (8

Lomputa,ﬁona,uj hard Fto ﬁhd x, S.t, %"= Yy (moad N).

If you an bhrtaok ¢the fao’cnrfn3 a,SSum,ot:,on, then yow Can olso baeak

the RSA ass um/azion.



00"
“RSA - based Digltal Sfqnature Scheme
\J J -

Kaﬂjen: Generate two n-bit })mmaa [o,ci,(p#ay). Co'm}au.’:f’_ “"f*%
¢N) = (p=d(q~D. Choose e 5.t jcd(£,¢LN))=f.

(,omf)u,hs d = E.-"("mool $(N)) |

SK= d VK= (N,e)

Sien (SK,mM): T = md('mud. N)
N

VM;.:jf—lj(vkim.O‘)_f Check Ef U"eE'm(mod.N), ff So, DLLf.'}DLLt

&LS&} DMFU_,!: uv.

Is this mw'farge.abia;f No.



003,‘
“RSA - based .Dr,qcta,L Stqnat:u'rc Scheme
This cong Mc.twﬂ b ma.LLmbLe

Given two sfjhatwru. 0T = m, (moct N), o= mf'(moot N) , on advcrs,wj
can wmfmi:c, 0,6, (mod N), and this will be o valiel sfjna,t—urc. on m;.m,.
?F.erc:jwc. EWs us Mot O (euhe s'tjnatu.m Sthemé. Ino Sewuve (umforﬂe.a,bm)
SEJﬂQtLLT'C. scheme, Jt Should not be PﬂSQEbLt for o PPT aclversony to quess
a vald sizjna,turr. on_m.m, atter sec,n'.'fnﬂ vald ol s?ﬁnmm on m,; % m,.
Another LeSue with Hhus Scheme .

An oadvtnsorny Can j-f'f"&t thoose an m"bftrmﬂ ¢ % thenm COmpute the
comeondinj mf,ss:a.j& Yh = cr'"'(*mna N). Now ( m,o) ws o Vol ol 'rht.srajc.,
Sjnﬂ-"-"wff FM"' Note that un thaie atteck, even 'E'houﬂh m, ma,y be
ahbr.t-mng X not what r:Ld.vwsaA{j wonteol to choose, AN o e ture

é‘)ljﬂ&tu"r‘c Scheme , we dont want adv to forﬂc tﬁnaturm on AN?'*mr:sm e.

—



Lﬁ-&e’

\1a om)

RSA - basecdk Digltal Slgnature Scheme
\J J o

Kaﬂjen: Generate two n-bit })mmaa [o,ci,(p#ay). Co'm}au.’:f’_ “"f*%
¢N) = (p=d(q~D. Choose e 5.t jcd(£,¢LN))=f.

(,omf)u,hs d = E.-"("mool $(N)) |

SK= d VK= (N,e)

Sf.qn (8K,m): f’HG’n) ( vmod N)

VU‘bFlJ(_vk m,o): Check (f o“eEH(m)(mmN), Ef So, output
&LS&} DMFU_,!: uv.
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