CS 65500
Advanced Cryptography

Lecture 10: Shamir Secret Sharing and MPC

Instructor: Aarushi Goel
Spring 2025



Aﬁcmda:_
U

Traesholod Shamis Lecrek ghming,

Seumne Mdeng Cmfau,t:aﬁon

Remindes: HW3I will be aeleasedd, Mdayj



Sewmel \Shm-y?_ [t,m)

dealer hos oo Seeaeck S wned
wonts o vt ole Lt

// \\ dmto M pouts [shares

2 & &8 &

(orrectness - A Subseb ttl Shased camn be wWrnbined
Ao sutork Y e Sewaset S

S&u,u;.dq Alma Subfet £t Sharet Aeveol mne
johmmm about tha KLe et €.



Sewmnet Shwplmﬁ Ctym)

\Y
Definittion' A (t,m) sewet ‘,shminﬁ conAcsts %{ o poin of
PPT algortthms ((Shawe, Reonslruct’) §.t.,
— ShM(S) — (S|,+._.}§1q-)

— Rewovstuuct (85, -~ Siuy) & wuch that , if
FSiy . ——:Sbfﬁ,jcz"sh*--sw} ghun Lt owtpur §.

— X35, ¢ a_:ﬂo[,jﬁ-& any Subset OJL at most ¢t undicee X< [Ji,n],
/?(f<'|3 Fhe fOLL&thl? B bultions oLl Abmﬁ@% clole

7 (Siliex) ; Cs,,ﬂ--,sﬂ)zr——ShMCs)j,
f(s{/{ex) 5 (810 -5 w) &— Shone (5]




Comatrarctron . (1, M) Thnethold Semnet Shorrig

Message Shace ! ]Lfﬂf,bt. f—;e,Ld, F

] )
dt{l.t Ky y — 9{"” G’ﬂ:h 56 Sormt :fl/}t,LOL cord tanty
Shoue (m): f:fck_ oo Aonolom ?
¢
e F (O, ™M)
(W) = Ax tm _
/ o
S=80c,y, $5,25(Xy), - - -, Sp= S(Axn) |
Rewonsturck (S0,85):  A=(Si—=8}) m= $i= Ad]

(A=)



Comatrarctron . (1, M) Thnethold Semnet Shorrig

Message Shace ! ]Lfﬂf,bt. f—;e,Ld, F

] o
Shoue (m): f:fck_ o Aaonoom ?
. ¢
A F (O,T)
S(w) = A tm B
/ I
gtzscoﬂ); SL:—SCD(L),F—--,SV;—'-‘ S(P(h) !

T3 each §: bj Sktel uurbffoJLmly oL rabuted
Mu/oao&we, [ff m ? mhg?

L]



ﬂ

Conetracction ! (£,m) Threshotd Sewet Shoring
(Shamin Sewnet SAvag)
Messaje, SIPQ-LL—' ]Lfﬂf,bt. f—;e,Ld, F
At oy, —— . v elF"" be come :fﬂuo(, cond tants

Shoue (m): f:Ec,K. o A0 olom ?
CLth'LXJC = /Dolﬁmwmia.t; $.t., m /~l
S(o)=wm _ / —~

. : "
=2 Sk = m+ 2 (n
(=1

S)= SCQ’.’I) P Sz,...-'-' SCQ{L)J - = = S‘n:' SCO('H)

1

Recvonatrurckt (S, - -. ' Sgar) - /\.flj-/uaﬂje uznbufotaﬁjﬂf?l to
fihd, 5(0)= m.




Lineorn Semet Shoaang Scheme

J 3
) m |
Shone (m) - ‘
Ct )
Sn
N x (t+) Ct+1) R
T Al
Aooenebermyuss
Reconsbunction = ¥ XC[Inl, Ixl=tH, Fa vedon ,¢-t.
S
" = T




0

Sha,mf;u b Qa /(JumM Secnet Sh&»uﬂ’gl gch@me.

- , ‘il ﬁ(l, - - 0(1 m '
Vool eaymonde | 5 N :
M&b\;w | U{rg. = —_ = 9{“ Sﬂ
nx Ct+) SEDEY.
7T Xl

,» ¢t
Reconsbunckion: ¥ XC[Inl, Ixl=tH, F a Vekon , ¢

S
L | ] =
VA :
PDL\L/NWLG{L Stﬂ
wmwuuka@m




Computivg on Kimear Shoaes

‘ J

Suppose  two scuels vy and m, wee shored ua,u,’nﬁ

Jhe Same  Sewact - Shmw Schume

m Si My A
¢ _ ' dt .
ol s, M

Then f—ou&_ any P, c}é/F Shoncs a]i PV”IT?*WL con
be oofmfu,twt Oca,Ug bﬂ ecth poaty Lo o4

/a.s, +6]r A



| S&LLLAL M[,{,L'bz""PaAﬁ./ CO”’IPMQEO'YL_: S&‘btzﬂ-a/

Ponties: :; Pe, ’p‘} Po
\ ' @ “\ /

j;(.x-ljxlp L, > Xy, )(,5) é;

Suppose t out of’ % /aah,tied. OAL  COMRUPE .
We wrill ossumme  that cdl w«%ujpt Pmt:,c/.s QAL
contholled by o monolbtul Codweasory™
—+

Can tm,/:w»ae,& se,me_%. c,o»m):ud:e, jff o HelA
Je-f./ht ulfﬂ})u, te 2

Inputs:

1

\!




Secune MthZ*'PaA:%{ Cmmpwta,éon_: Semﬁfj
' [

An admsw COhnm]abmj et Most ¢ out Of the m Faw.’:wé
Al oA fnobmwﬁ about the w’ﬂ/)w&s of At Aunodna
Thonest™ /oma% oncl rohot ws Wnﬁi(«j Aevtaled 63
St Obd,?:wt Oj‘ tha nekon .

In Othesr Worods, LOhatewr the a‘dmgwﬂ Se el n the
/Dmme; Ut odd, have  wimuloat ecl M'mse,tf manj

Oﬂ‘:‘j S uu‘nfu,ﬁs Of Elu m&hufb pmaa amcl DLLI‘_?LL{: Of

J—u'n hoam .




Fovmatiaing bw Semr&/[ Regue men e fou«,
J Sewune Muw,f’w,af CQMpume

i\/faf/w Of Lhe aotmswﬂ djﬂ., M/Dmb-omi,ﬁ

o, imo&&ﬂyﬁwihabl,u ffofm
A simulated \ew  bhat pw thsa)\\,y coulol hove

LOW/DLwch nﬁmsetf ?IV{,T} ‘,{,w/aut! of the LQML{,}DUJDL}DMQ

ond Du,t?;u,t ij fmmc,tuow Lot out hcwmmﬁ
O UL (oL L th B honuet /JMU.,&.



S@WE“HD‘NC&U Se.c,wuz Mubtzfpawq COWJPM&C??/W._
V)

Delinttion * A /Dﬁebowé T 5&%5(@ CO?VL}JMEA o
]ﬂmmc,tu'b% j— Ln bhe Senmu- homest moedel .,th J o PPT
LM UL OA aﬁonﬁbhm S, Sit, ¥ t-Sizaud subset ( CI[n]

of LMUp b pontits, for an scmf,bj porameli A b
vi}wfua oo, Xy, LT holds Ehot:

? S{ {vileec, f(x.,-,,'m) ), f(}ch-,,y_n)g =

i View, (KX) , But ()
j [(m1\C ;
Ve w Dj’t oukput o

Aclv- Aonest Pzitiﬂ |




	Slide 1: CS 65500  Advanced Cryptography
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14

