CS 65500
Advanced Cryptography

Lecture 25: Obfuscation

Instructor: Aarushi Goel
Spring 2025



|

l

Agend.o

J

Vurtuol blak- box obfu,saadon ( vaB)
Aﬁab&am of VAR objmw_&w
Irn/:oasfbftf.bgj of VRB Dbfu-smﬁm
Indistinguishabl by Gbfuscation (i6)
How to we 167



Pﬁogx&m %fwa ccoboon
"mwinémfﬁibtc .

Tha Pma«a_m must be fu:,uﬁ fuﬂcﬁano..t.

Nwd contaun fetnels that Showldr't be mevealed to the wress.
Use: Pmtectfﬂj /)M/Dnictm:y a,(jonithm, for hfcﬂyﬁ Pnbent:,a.i, J::ujs,
for hw.,dusf;\i‘nj uﬁpmiﬂ-a.,bﬁc, Keys Unsiole oppe-

Sevtaal Aeunictie  approoches to Dégfucaﬁm exust, dbut they

breokdown wundes  Sealous program ama@éi.!.



Vi twal Black-Box Obtuscotion (n wampmg Ob L u cotion
obfuscated f ( Jr f )
Howing pSounce code L& e belter than black- box  OLLceas

Deff'mttim: A paobablistic afjoﬁfﬁ-hm Obf « o VBR betuc,o_tOA Lf
1. F‘uﬁct;umo\!,(l\:j /anheﬂsmwwﬁ -V-/)J:.naAmw P and S&MU@ /)a,a,a,me.écf&- A €N,
Obt butputs P — @bf-(; P) Suth that ¥ un the domain of

P, Lt holds that
Pr L P(x) = POOY] =1,

2. VBB Semafj ¥ PPT advusonmet A, FPPT imulakons S Swuch thaot
‘fpnog«ﬁ% P anc 5em¢% fsaxa,me,t-m AEN, [t holos that:

/PJ"[A(QEJLCIA;P)):I]" PJ»[S (!A, /P]):J]} < ﬂ?{CA)




!

J

VBBO

b

7 Pu,bLfc-ch Ewu\j/)i‘fﬂn

S&U&t = Kc,\Lf En uﬁf;ﬁw

We cam wwe VBB obj—mf_aﬁm to destloamn o. PKE 3cheme from SKE
et ( Ktyjem, Enc, Dec) be o SKE Scheme & Obf be o VBARO.
We can ot,mﬂ-n PKE ou fOLLBms:

PKE - Kcﬂae,n (1) K& KCU%&H M)

PR <— Qbffﬁm.csk, )
PKE- Enc( Pﬁ}m) : CtHPKCm)
PKE: pec ( SK, ct) ! m<«— Dec (SK, vn)

J\..‘:‘,L:j on VRB Se.cmfb\\f to mjuc 3K mevncoms  hidden.



Imfaossﬁbi% of Qbfmcaﬁm
VB8 Qb)‘—mc,aﬁm 973 uzm/:ossfbm un gerusod
Exoomple of o bth@bju.u,a,tu,ba. f‘lmﬁ[’:f oj’ jum,bf,w:

(onstder oo progrom  fy,p,y defired as folows:
f?‘nuGiﬂLtd, o4 a Tuﬁlng rochine )

B i’f * =X
Pp(,p,'r (x) = 2 Y if (A =/3
L OtheaLolse.

I{ A,p.Y one thform({f Aan olomn stﬁﬂgs, obseave that:

0

| Cracte access to F,’f,ﬁ,r LA hfjhty @waKetj Ao jie,wb to amjﬂmfnj D thea

than L olth Potﬁﬂwf;% many cj,u.uim
| Given ?Z,,ﬁ,r = ij,(ﬁ) Enﬁ,v) , dha fuﬂutfmna,bfgf p/ic.Sowfra P)uﬁ)/)%%

Of Obf umsuams Fﬁ,ﬁjr (E(,,e.,f) =Y



P,y
(‘DmwaLhﬁ these twoe Gbseavations, e jc,f: that 3 8 almost mevea

able b0 netnteve Y, whereas A 6»%?1 Pﬁ!PJY can nelreve Y.

= Ahy non - tarvi al pmm c.om,:vutui on Y will f:hmcfmc Not be
Simulotable wWith motiwabl Pnnba»br.uc:'j.

= VBB %jﬂmm e ufzrn/:rnufblﬁ un 36%@.



Eww/)tﬁm

Hordwosre ossiSted
For <Ormue 6fmpte- (fumcf«ms JLKe vodants Ojf Pofnt fwnoﬁ"mta

But un 331-'1.&'\.0_1, “Low WMKE% Lawmes” are Sl M%fu,sc,&,ta.btﬂ.

Altenate TIdea: Consider a- waKa a(xffwim.




I ha&ﬁ;rﬁu&&ra UL s ha,bﬂtﬂta Ob ju,a cation (10)

obt

LR _A_r_nr
L A A A

LR

'V' Cl; C'l--

v

?

Obt

LR 2 R
\AAAA
Such that

Ci (W) = CJ.C)L)




De ﬂwirﬁ 1&

Deﬁﬂfi{wi A PPT M(ju..&ithm Qbf Jhoan  vunolis : Mbﬂ{ﬂ?j
objuscator Uf ¥pais of chadl  C, ', Such that C0x) = CO0
¥ unputsr w , ¥ 4 ety p aramet cas AEIN , othe folUbwi
dstrlbutions O0ae wmfu,batfm@u:j Imoistevig uls hable :

Jou (O] me fosp L

% The fl&ﬂﬁmm% Pmmu% PnoPeA,t’g wemaoind Aoduntical bo that
an  the d&j—fﬂf&w of VB8 ebfmm,tim.




ﬁ&tmbﬁwsmff between 10 % QWE

Iﬂtmuﬁvﬂty, unlKe Other Mﬁfﬁuwm Pmﬂm?tﬁm,
the existenw of 10 does mot imflg P# NP.
If P=NP, 10 exista.

-]

wf P=NP, we cton oliign a SLmPLc. 10 COMRTAULEON  LohtAs awcm any
Clacuit €, Obf (17, ¢) owrpuli the Smodlesr  cauilt thab U funcionally
anlmt to €. Thi will tavially produce  he Lame Obfuscated

LA Clt fM al fmﬂoﬁona.btfj eq,o&vm,mb o cunlts.

Exas tene 9]( f9 ooes mot '}ﬂﬂwéakibg Li'-mfbg LA EEN L oj OWE,

.Tﬂﬂ'f.ﬁ_%ibna Mﬂfgmaaa,f:hx,c Pmmsam j—ouom ohen wre Combine
16 L owr.



20 = Witness Emuj'pﬁiw,

Dafﬁnitzaﬂ of- WE : KLet L be an NP Mna,uaj& with the wmuf)oﬂdirg welation R,
ie, ¥ instances x , R Oquw)=i if w we 0. witness for the Starement x€L.

A witness enuyptiow Stheme  Corulste of the aLLowEr? Mjoﬁi‘t‘hm_:
- Em(l”‘, W o,m) ! jfvan a mmsaﬂc me{on} Gnd on unstanuw K, Oub,bu.b'

a d)!ahtabeu k.
? Dec (W, ct) ! 3?v¢w Lf/bhmt-c,mt ¢t 3y witneas w, output a msaja bit,
These a,tjoﬁfthm 3aﬁsﬁ7 the jutwwinj Pmof.«mfiur

Comectruss! ¥AeN, ¥ mefonl, ¥ Unmstanwe x  ond ¥ witnueet w,

Jif Rolx,w)=1, then Pn [\Dcc (w, Enc(1™ m,x)) =wm] =1
Soundmnest! ¥ gL, x N AEN,

fEm(f"’, x,o)g =, {Enr_ﬁr", x,t)j




We coan tonsatruct WE wwasing 10 as fou,&ws:
™ -A.j Ry (x,w)=1I

= Enc (1, w,m): - (onstct a cacult Cxom(w) =
1 O theaw e

‘Dut}au,d: o= Qbf(r", Con (D)
- Dec (w, k) Du,t?ut et (w).

Cornectness At al

SDLLﬂd-T’l%f when ¢ L, le., ?‘fw,s.t R (x,w) =1 , both Cx_,u'lr Cx,

wtll ou.tfu.b 4 on all Jﬂfm maﬁlvﬁ them fuﬂd:mailg va-nt

= f bt (17, C""’)j ~ f%f (1, Lk,‘)ﬁ



10 + PRG = PKE

we Knew 106D WE. We will new Shew  WE + PR6G = PKE.
Let j-’fon}aafon}m be o PRG

Llet L be an NP iaﬂgu.aﬁe, wmtstinj of ﬂ»ma_ju of §-

le, Rilx,w)=l if fCwI=x. Let (E,D) be a WE Scheme for L.
We can duf&ﬂ o PKE o fnbt&ws.’

KEUTHC ) Somple skt {D:lg_a

ﬁ.om/:u.l-c Pl-’. = j'(sr\).
Enc(fm,m): ct = E(f‘, -x_=,a1<, m)

Dec (sk,¢£): m= D(x=PK, w=3K, ct)



Corncctness OJ( Hus  Stheme J4 cory to see.
S&mibj:
j(f:#,. ) Ktjc,,e,nti") , Enc (Pk,fmﬂ)j
g PK'(—*—fml}lA, Enc (pk mu)}

f PK‘&}_{O"I]}\ , Enc (pK, m.)%

f (PK, ) *——Kc:jdmc 1"‘) ) EncCpK;’m;) g



COﬂcLudCﬂJ Re markKa '

59 tom be Used Eto dealgn 2-Aoumnd MPC

[(10‘"-3: 61r,nwj , Halevi, Ra,\quawx,’; TCC 10!4-1

Theve hoave beem mwbﬁffatc attempts  to design 16 j’OT ﬂahmm AL bs
alt of— whoech WAL eventinolly bAroKen .

Fiha,ug dm 2021 . Aayush Join , Amit Sahal X Hc.of/'ia imn dufanad_

on 1O from well - fDLLﬂde. Mumpﬂm.



	Slide 1: CS 65500  Advanced Cryptography
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16

