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A Graduate 
Course in Applied 

Cryptography

Dan Boneh
Victor Shoup

Joy of 
Cryptography

Mike Rosulek

http://toc.cryptobook.us/book.pdf
http://toc.cryptobook.us/book.pdf
http://toc.cryptobook.us/book.pdf
https://joyofcryptography.com/
https://joyofcryptography.com/


Some Historic Ciphers





Auguste Kerckhoffs
19th-century 

Dutch cryptographer





Dangerous to use proprietary 
Encryption schemes!



a b c d e f g h i j k l m n o p q r s t u v w x y z

D E F G H I J K L M N O P Q R S T U V W X Y Z A B C

msg

cipher

Encrypt
ci ≔ (mi+k) mod 26

mi ci
Decrypt

mi ≔ (ci−k) mod 26
ci mi

k k



a b c d e f g h i j k l m n o p q r s t u v w x y zmsg

c a z y w g b d j o q n e f r s v t u i h m v p k lcipher

k: Secret mapping

Encrypt
ci ≔ k(mi)

mi ci
Decrypt

mi ≔ k−1(ci)
ci

k k





w h a t a n i c e d a y t o d a ymsg

C R Y P T O C R Y P T O C R Y P T

cipher Z Z Z J U C L U D T U N W G C Q S

key

+ mod 26
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