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Introduction to Cryptography
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Instructor: Aarushi Goel
Spring 2026



Aqgenda
J

Deffnfnj faseMOhaﬂdo«n fuhcﬁons.
NOﬂ-axamFLu. of P.se,uaboaamdfom fumcﬁom.
Consmﬂj /Dse,u.d,ona,md,om fuﬂcf;%s.

Midterm on Moarch 5 (An- class)

Yo com bfufnj 1 hand-written cheat sheet.



Rondem Functions

Iﬂbwittkﬁtl,j 6,)59,!(2\(3,, a nondern funnﬁm Q-LwFu.i:'s Aandom voluwes on oAl

-.E'ﬂ,) ukts.

The set r.:Jf oLl -f-uwa&ma OJf the

A form £ fony" = forry”

Defintthon: For a J.,amctoml:«j samee.d. F *L\‘}fmm ANy distinct -J..-Y]Pu.,t's

x.,..,,xte{o,ljm and any ouliombs 3,,-_,3t€f0;13“, the fouowf,nj holds

n

Fa [FCm)=3t] F(xD=Yy, - —-., F(m-.hy,___,] =




Pseudosondom Functons

Pseuwdonsandom J—unch’.om ( PRFs) a’éi{,ocu( LWKe: o mandom fumc,tzon ond Con

be desuibed L.u,\sfmﬂ fol\/jnumi'.a,t numbesr Of bits.

What does *look Like* mean?

— Look WKe Aandom funob:cms Eo a wm})ut“a,t:ow% boundec (i.e., PPT)
aolveas .

— In Dt:;g worda , t'he\tj VNI wTHf:utaﬁonaUﬁ uﬁhd,&ﬂﬂ(jufahabi,ﬁ f‘Yam
Aandom JﬂtAﬂC&D’HQ.

How de we d,efl:ne this forma,ug mfn\q a.ja,rneﬂba,sed, df,ffnf.t:ong

= Con we o0sK  the chaLL&ijfv ko eilther  Senc a.cte,smf.ftion
oJf O Aonclorn ftmc,tf,ofn oy oo PRF ko the ad.msa/u:«j; ancl cukK
them £ d&ﬁw\juﬁhf



NOJ
Recall that o Aandom j“.n'ltbtﬂﬂ u&e.%/fmu, e,yfoﬁemt?,auﬁ many bits bo
desoihbe, whereos o PRF com be oleatvuwbed wu.f.-nj Polﬂnnmfal Nnumb ea of
bits .

The advaasony  Con e.asfb tell the two a?pmt by b&ekfnj at the &iLzt of
duu&}:ﬁaﬂl

A b?\? en Jatue  with tha Jddea L& that oua ool vers ki L PPT , that us,
Lt U comfuba,tionabgj beounded . Th& means Lt does not even howve

e'nwjh Lmhfurca{oma,t AlsSounces b aetoad O emfmne.wﬁ‘:u SLne d,easc,a.l}obigﬂ_



Defining  Pseudoromndom _Funcions
v J

We will only let the a.ol,mso.ﬁﬂ qrery the J’MT’I&UCD’H on inpuks
of LU cholte , and Ssee the owf:}:u,t, Basec on these outpuks

(F mMmust  Eell whethesa these OAe mtf:u;t.s of . Alnolom fu..ﬂctiam or

o PRF.

Showd we Keep the d,e.schﬁ/:tion cf PRF hidden f;—om the ad,wsm,ﬂz

Nol Remember chKoﬁ'& Pﬁ;ﬂdf)h‘_’,? Se,u,ul};tj 63 obsc,wbztzj Ks NEWA O

Joud. Loleoa.

PRF willt be Keyc,d. J'—wnwf,on_ e}m\{j the KEﬂ Wil be sewet. PRE  evelucotion

aijwvitﬁm will be Pu,b:,:c..




Defining Pseudoromndom Functions
 E—

Dgﬁmidof: Let gmm.r. =2' Gln--ﬂG(lﬂﬁ be o set o]t ﬁmw:nm Suth that e€oach

Gu:{o.r}m—r{onljh. Thas set of fu.mctans Gom. x5 Caled o Pseudo.n.cwdom
qumti',om :z]t:

eacth G; Coan be W’h})u.,tcd, wn fnb\«jnc*mtaj. teme.

for every ﬂﬂﬂ-Mh'quOfm PPT oadvisary , thee enisth a naaiiaihle j—uncb:w L,

Sucth that Y nE€EIN, Pnfb-b']a‘if_-r#on) Uh the fotwwihj gome

&

®

Ady. Ch
Ky Sample bi-*—fnﬂ'{h KC—’—fo.mr

PDU:"F!DTHI‘,&L - 7 Af 6=0: Az G ()
Nnumbe of quentes . f b=1: & 4—4——fo,|5h

S 2 - (keeps o table for

b' PTev!'om. oamnswes)




Envwpbon  wustng PRFs
/| J .
Considern the futbewfnj C.ﬂUtthLO’n Scheme.

Keyjm K‘(—E"{t:mglIC

N
K// N K
™
' pid "
| Cs. (C-nf.j,) > a
Al Bob
Somple s e=fouf” m= 6 ® Ge(G)

CE(Y‘H@ GIKLJL),-}L)

S 4

EVe



#1

2

PRF owxa Nati’g

(" €2) .
Let F'7, F™ be PRFs. Ane the fuLLawmj PRFs oa mot?

Fe(x) = KO x

Nel An a.d,msah\:j coan 5fmf>lﬁ cV,t.Un.j the chmiteﬂjm on i—n’:u.bs %, Xy. Let

Y» Y, ﬁcs,aacdw[:l be the naponse frn-m the wmttawjm. The advirsory  Checks
Jif— Y ® Y, = @, then the adwrsary Knews with a hfﬁh probobi ity

that the Challengen chosc Fx Jnstead of 6 aandom f—unc,ciorn.

e )
Fx (n, "'Jt;,) = Fx C'K-l']” P (¢2)

Ne| An adversory cam query the Challengen om uzﬁFL&t-s X, and x| x;.
Let Yy, Yy Jlu};mc.tfw.t.j be the Ja,c,sfomc, from the chaLLeMJm. The
-admawuﬁ Che ks -.:f the jfrst ha.tf nf- Yy Ak equal to the J(Cr.st- halt
.Dj, Ys- If‘ se, the admsa)ﬁ Knews with o high /aheba_bititj‘j that

the tre challengen Chose Fx umnstead of & Aandem juwdf,un-



Constuntting o PRF

Ket q:fon\j“-*fonﬁm be a PREG.

Definition: A deterministic a,lﬁodébhm G us colled c Psmd,w\.amd»om
3cme,uu:o.h J.y :

G con be oomlm,t,e_oﬂ L PO‘:jﬂW’lﬁzM tomne.

[ Gov | > |

Foh eviiy PPT AONAS OAY Prlb=6 ]-‘*.;:.f ﬂC,JLChLl) an the fouowwﬁ

game é‘ &
— -
N bet fou \ Lo
> ‘L{ b=0: A {01}

E—\(- b=1": ,54_31-—{'0,13“
A= G(S)




Cunsm::i{m o PRF (FJ\,Om PRG teo PRF with 1l-bit .,Enfu;,t)

J -

As a warm-up, lets ty to dcs%ﬂ o. PRF of tne form Ff: iﬂpis—ifﬂnah

KE{D.lﬁ"

Sinte G u& a Lewjth- daubtf;nj PRG , let G(s) = Yol Y1 foa 56{0.!5“.

hexe ’3015’5” =n.

PRF @ Set K=§8 and

FKCD):- Yo , FK Cl):y,

What abewt" PRFs with n- btk Vﬁn/)mbs?



Coﬂsmu“:m a PRF Cﬁaom PRG te PRF with m-bit ._Enfu,t)

] :
Goldrelch - Goldwassea - Micaty,  Constructon .

Dded Goldreich Shaff Qflvie Micodr

Goldwass



CoﬂsMLﬁnj a PRF (F..&om PRG te PRF with m-bit .;n/?t.t.t)
Grutdhefch" Goldwassea - Micalr,  Comstructoon .

Aet G:foafﬁh—’ forlim be o Le'njth —*d,eubdyv PR G.
Aets dcffnc Go and  §, a4

G(s) = Go()] &, ()
le, Go choosw Left half of G and §, chooses the uhfjh,t ha,(j’-.

PRF constuction: Set K=8. On mn-bit “-f’”f“b x,e{ong",

PCULSC = Wy, K = = 3 Wy

Fre) = G, (Gopy (- (G(9).)



F (0) = &m(&u-.('“ C(T,HUC))...)
we can Jw,ch.sa'nt’ F}; AL O bfhﬁd\:‘j L tj‘- SEZ-L- lﬂ,

RN

Ko= Go(K) K= @,(K)

7N ) T

KDU: é“OCKU) Kor= &.CKD) KID:’ S,DCK") Ky= Gl,CKI)

I
1
1
|

Kon - ECKD“-.) o ) ) _ ~ ) . K,ﬂ = q; ( K’w-:)
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