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ﬁmlpm-;"nonf Communtication

In Aealiliy, advinsorles could be muth wosse.

What EJI— the a_d.MSM\tj ctan Mot D“"j cve.s::twf on o Comwmunication channel,
but alse tampur with mescages  on  thix Communiwtion channel.

Does e.ﬂuvftf.cm na:&ma.u.:j hz-LfD }Mcvt'nt this ? NQ!
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intendecd ko Send.




Messaga th@ﬂrnd un_ the Non- Di’é:,riml, Woumld

In the /:h\!jsfc.o.L wonld , we wuse si:gna_tmc,s on douvments 0 emsuse
wumnouthoatsed entiies  cannot tampen with them , without furainj
the G:ija,w_re., whith us hord to de.

We need sovnc.th?,nﬁ Stmilaa dn the dZﬁEtai world..
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ijf.ta,l Ahalnjuﬁ. of Physical Sﬂjnatuhu.

Allce (sf’jwm) Sijhs o message m te procuce o sﬁjna,tuhc .

Bob (vm?\-f—ﬁw) con thf,:fj that o L Lndeed jemma,te,d, :r-ouh m.

wWe will assume Alcce onc Bob Shone oo Kelj that ws wuedd ]‘OY
Sizjﬂihj ancl Mﬁoaﬁow.

Ad,u-msahﬂ does iot hove this Key.

It should be UETTIPUSSEbLL ( or very houwd) fwu o a_,d,msou.g to
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me,ssa_je,.



Messaj}e, Authentication (odes ((MACS)
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iﬂrajaitg é‘ X If{ the adveasary b es o]f change

We will Lates see how to Admsmg fla?’]d. L bonhc:&fondinj o', such
combine Eﬂm,y?tf,on oneck MACs to that mefj(m,E,K) -"je&. This
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— etath Key will ontg be wued to

91’1&'&1’?‘16 Sfj'ﬂ one message.
Me_ssaﬁe Authenticatcon (odes ( MACS)

Dej‘—fﬂﬁ{irm; A ome-time message athentueation code Scheme with message spoce M,
Key space K and s%nume/ ta.j sfar,e, S, Compnf'sm of the ]fuLLawinj

a,LguJu'hqmsi

K::\ijem-* K: This a,LjuJLEthm samples o Key K-{—si-]{.
SEjm[m,K)—io‘fOﬂ J;n}m.t- & messoge meM & Key KEK, At oubpubs a sfjna,twt,c TES.

X Vmﬁfj (m,s,K) b On Jln}:uu_t o m.:ssajr. mMEM, Ke,j KEK and s?jna,tmr. eSS, ut Dui‘/:ui:s
o bit befo] (where 1 means yes, O means ne).
These a,ijLEL—hms must s.a,tzsjj the ]Fouowﬂhjf
Connettness : ¥ KeEK, wmEpM, Lt holds that PJL[\rmLH(m, Szjn(m,m,x)r—ﬂ:l
L{,ﬂjorjta,bibltdl Foa all PPT advusonies , there exlsts o heﬁﬁjfblc qumctm

V), Such that the -ful,lt}'wzhj holds Un the j&.‘mﬁ below:
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One - time masggﬁe Authenticotion 3&71«1&:
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Constuecting One- tome  MACs.
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- =ZpxzZp , S=Zp. Z , . ‘eld..
et M ?f S— pXZp P Recell P + mocl p, .X'mucLP) b O freld

fo.l,-_., P-li , P”&’ PJLEVH(,
KcU\t]cn: So.*mflt: K;‘:—-LZF and Kﬁ-——ZP. Set K= (K, Ky)

Sfjn(m,K): Pense K= (K, Ky).
o= (Ky.m+ Ky ) mod P
Vmijtj(m, o, K): Parse K=C(K,,K,)
b = Z(l, llj' (K,.-m+ Ky mod p =c

0, otherwise

Does thu SCheme 5a.t'usf3 Correctness & thﬂ"fﬂﬂ—ﬂ*b“’:'ﬁ?




K| Comettness: We need bo show thak ¥ mé Zp, ¥ KeZpxZp,
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This holds with P-Aoba,bfl:,t«j 1.
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uﬂ-joaje,a.bmtj.‘ We meecd to Show that the a.d,umsw.ﬂ can win Ln
the one- tome mescage authenbocatoon 3a,'me. with at most mejtfjfbu

Pnebabfl,itj.
The a_dmsa;ﬁ j‘—fnst' A LA

where a = (K. m + Ky)mod p .

o win, £t mwt sSend o valkld ¢ on anothen mescage m'= m.
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able to  win e-scu,fb with wejbfﬂfble F"'DL’“""M%‘ \/
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Constuucting One- teme MACs. for Small Message Sprocces
\J v J v

let M=Zp . Leb n=128. K= Zy"x2Z , §=2z
Keygen : ¥it[n], sample Kiet2p ama  KLeb-2Zp. et K=({Kfjf&[“],f'<j}{e&1)
Sfjn(m,K); ¥1€[n]: o= (Kj.m+ K3 ) mod P
Set oo=(0,.--,6%)
Vmi‘.ﬂ (m, o, K): ¥ie[n]:
by = gl, I.Ij- (K,.-m+ Ky mod p=c
0, otherwise
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MACIng Moany Mtssaﬁa wstng the same Key.
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Can we use these Schemes 4o sfjw moie than one mescage
mfnj the Soame Kcy,f

Ne. If the advusarny sews two  SiGnatuses un thils
Construttion, they will be able retovtre the Key.

7 Lets ascume they <ec (m, ) & (Mm,,063).

Wheae 6‘,=(K,.m,+K,_)7nudP % 0, = (K,«ml—r Ky) mud,f.

The adv coamn aom’:)ui'e, K,:Co“l—ﬁ‘;)'mndp and then r_/om’:)mbc

My Ky= (7= Ki-m,)modp.

Once (+ Yetowas (K.,K,_), [t com wue  this Key to fn'f‘ﬂﬁ, sfjna_imc,a

on any masso:jus nf Iy cholce.




MACfnj Mang Mtssaﬂu mﬁnj the same Kel:jL

( Mamy time)

?Messaﬁe Authentitation Cocles that allow the Key te be veused
for sa_je,bj Sfjniwj moamy mes<ages e d.,efﬂne,d/ exactly o4
one -tome  MACs, &%u})b thot ma&saﬂc allthenb cation 39.7716
fDJL Mﬂ]{orj&ﬂ,bfllﬁs riew looks ULKe the fouﬁmiyﬁ:
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Slfgﬂ (m[JK) = 0

Adv wins Ef:
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ConsMcﬁOﬂ Df Mwnj-bt,me, MAC Scheme

Let {:[ki be o famftﬂ o:f PRFs.

Kﬂtlﬂe'ﬂi SGLTHPLe. o. PRF Ke,cj K.
Sfjn(m,x) : Q_.-_IK (m)
Vearity (1, K) : b = f 1,4 o=flm)

D, Otherwue

Think : whﬂ Viz, this o 3ood, smamez
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