CS 442
Introduction to Cryptography

Lecture 22: Example Problems on PKE

Instructor: Aarushi Goel
Spring 2026
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Seuet - Key Enangtam (SKE)

Se Jfr:vL, mwhen d,'t',su,mfhj Chujf)tf,om Sthemes , we asSsuwned that Alice

and Bob wse the 38awe *sc,c;.at- Ke,u[’e Jlm bo th enmﬁfﬁon oo d&mwation.
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Such Schemes ane coalled se.me,t-xe,5 e.'rmw:.ﬂon OA SJmTh&fAI.C'Kﬂﬂ enmgrtlon.
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Publc- key Enovyption
J J

Emnwmfon Key = /J_L,Lb_iic key (pk)
Dc.r.h.ﬂpt:,oh Key = gemnet Key (SK)
If Bob wants to newlive a’:.nf,\raftﬂ message :fvom Alkce, he can 3&11&&,&
0. (pK, $K) Fm and <Send pK to Alcce.

Alite  wises pk to enuwpt the message
Bob uuagts gK fo devwypt  the mcssaje,
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= pK (PK,SK) & Qen(l")
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L = (= Enc(pk, my)
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Prb=b"] L+ V().

OR eq/u"va.tcntlﬁi i PK; Enc(PK',mu)ﬁ Ko fPK , Enc CPK,MI)j
¥ me,m, €EM.
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Recaoll Paofpﬂhtr'.efs Of PKE.

The cmm.gj)tloh M\rjom,f,’ch-m un any PKE Scheme Cannot be deteAministic.

It s JLmposstble to destgn a pwfectly scaune PKE scheme.
P 3 TV <

Setusnt aja.fnst wunbounoed.
aduusontes

Any PKE that us om-—wessajc Secune  must alse be mwuzﬂmessaﬁc

seuxse.
e, fm’ PKE schemmes oe-message Scc,omf,tj évnwtd*mcssaﬁt sf:c,uﬁ,tj.

% Recall that this not twe fcn" Sewet- Key tno&ﬁ/bt:o“ Schemex,
Whesr we  con a,c.sf.ﬂn scheme (¢g. OTP) that ane Ome- message

Sewune hbut not mutti—me.ssaje Secune.
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Problem # L

Recall the ELG,a.maL PKE Sthemt Jlmf enmifptln@ mzssaﬂu ?nEth.

Gen: Sa:mrle_ a c,\{jctlc, group (G.) of oader 9 with 35}4&@[:0.5,3.
Somple xet2q . pr= (G, 9.4,%-9), %= (G.9,9.%)

EHL(PK.TH): Sam)ule. 'C]JLZ‘}‘ c=(7=3“,5=m><3)

Dec (8K, €): Panse c¢=(Y, D). CDmPu,Ire, Yn-—'D-Yq*

How Ccoan we modl,f—y LE fo'r cnuﬁfﬁvﬁ vne,ssaﬁa mGEOﬂ?‘Z



Fon 'mt"-fm'&'.
Gen: Sa.'rn’:le. a Cﬁclic, group (G.) of oader g with 35?1&»'»&,[:0.:».3.
Soum]alc, 14-121’ . ks ((]-, 9 ,1,X=ﬂt), sk= (@, 9, 9 ,m)

EHL(PK.TH) ; Samflc HJL‘Z‘? C= (7=3H, D.—.»jﬁj?(a)

Dec (8K, ¢): Ponse ¢=(Y,D). CDmPu,Ire, MsD-‘/TI_ If Mr—jl,ou{:f:u,t m=1,
else  Jif M:J":.t, output mn=o.
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Can we wse a Similen wdreoe Jﬂor meF ?



Problem #2
Comsiden the foLLowEng vorlant oj" EL Gammalk wuﬂrﬁo-n for mé G.

Gen: Sample a ujclic Gaoup (G.*) of oader g with generator g.
Somple x<t2q . pr= (G, 9.4,%-9), %= (6,9, 9.%)

Eﬂt(PK.TH) . SGLTY!IJLC. H(—EZG} C= (Y-.-.j‘j, D= mXY)

Dec (K, )¢ Parse (=(¥,D). Compure = D-g -7

Ts this o seccune PKE schevne 7
Ne! An acversony who hos PK=(G, 95 9 X) o &MLLﬂ d,e_cﬁljj)t’
amH C,L}Jhmttmt c= (Y, D) bg meujq,ng m= DX Ly



Problemn # 3

,et (Geny, Ency, De¢y) and (Gen,, BEnc,, Dec,) be twe PKE Scheme, only
One of these s seaure. But we dont Know whith one Wb SEUUAL.

Now conslder the fou,owﬂnﬂ Stheme '

Gen': (PK.,QK;){—-—G‘ﬁhi, (Ftn SKy) & Gen, . thlzu,b PK-‘-(_PKI,PKZ),SK-'-(SKUSKL).
EﬂL(PK}‘l’n)i (= Enc.,_(PK“ Enc, (Pt.l,'m))

PhoPosc a C-Wf)oﬂd:,ﬂﬂ d,euﬂ]:lioﬂ ajﬁomf,bhvn, Is this a cecure PKE?

DﬂLCSK} C.) : Decl CSK]_ ) DC,-HCSK]_ ) C)) =m
Yea, thd & a Sewne Schewne.
WhUZ



&

To show that thia Scheme s Sewre, we need to Show:

FFK’ Enc, (PKM Ency (pk,, mn))i ~ { PK, EHCL(PKL; Enc, ( pka, m.))}

. Lets  assSume CGIenl, Ency , Decy) Uh  SCUAAL.
Aet  Co= EHC)_CPKI: Yhe) & (= EnCL(PKI.:ml)-
FAovn se,uuibj of (Geny, Ency, Decy) A then fou,ows that:

fpk ) Emc1 (pki, Cu)i 'F:c EPK, Enc, CPKL, CL)j

f_,..-t‘ Aet’s assume (G,fml,Emc“Decl) Ss Seuure.

From Seumnity o]‘ ( Gen,y, Ene,y, Decy) Lt joLLows thok:

g PK, E'mc,]_(ilzoiﬁ,ﬂr mu\zl ~c {Pk, Enc, (PK"’ "m.)ﬁ
From closunce PmPcnt-j Of ﬁomputa&onax :L%d.,&ﬁrﬂuﬁhabiﬁtg.

we jﬁ/b EPK; EHCL CPK]_, Eﬂﬁlqkl;mﬂ))i e {P’Kl Enc’L('PK]_r Enc LCPKI!WJ))i



Probleyn # 4

' Let  (Gen, Enc, Dc.r;) be o Seumne PKE :for anUﬁP&nﬂ me_ssaﬂe{. méfou},

Hew Com we wse this to C""ij’t mcssaju. me.fo.ujn?

Gen @ (8K, pK) < Gen

Enc'CPK,m'): et =i my. N¥1E[W]: (1= Enc(_PK,m;,).
QLLJ:FL{,t' C=Cih-—, Cy

Dec' (6K, ¢): Ponse €= C---, Cn.  ¥1€[w]. M= Dec (SK,¢;).
Qu,tPur YN= Mys -, Ny

Semfhj o]f this &Ctheme folwws f—rom mwwl—me,ssajc. se:uuf-bj Of
the q;mof,wjinﬂ bit- &muﬁfﬁow stheme  ((Gen, Enc, Dec).,



Ques

Problem # 5

we want to dﬂSfj?’l oo sealed - bid ouction. ASSume the Sellea UA honest

ancl thwe oae two Fnt&ﬂtlai, bu,yu,s - Alke amd Bob. Fst Alie Submits
hex bld and them Bob submits hi bid. A matural SEMCLH ‘he,%iﬂ.mmb
from o sealed- bid auction scheme i that Bob should mot be able to
choose his bid boged on the bid wmade by Alete. , 8inte otheawire Bob cam

always Outbid Alite. TS the fui,l,owinj o stume Seolec - bid ouuction 2

(Px, sk) &= Gren
Stelled
E LGoommod o)
En Mﬁptlﬂhk_?y
en
\

Alice Bob hynumitation ohal,nﬂw)

(ol these mcsmju

oAl Stk OVea Pu,blf,c
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Nol
Let’s oassume Alece’s df:hmbcwf: L$ OJ'? the fow—fm:
(Y-97, D= a-x3).

An advesonol Bob cam a,c,szj-n o modfffe,d. Lf,}:lu)u.btwt :
(Y=v, D= D)

this s a vald ElGawmmal tn(ﬁﬂFﬁ.mq miv}a ADMOLOM VOLUL  2Y

of nessage b=a’.

Rob Mznﬂ s stmj:cjj witll Qlways be aple to outbld Mlce.

ToKe Away: ELGammal Enuuwa&on A f-rone to ma,ue.a,bibf,bij

cettoocKa.
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