CS 442
Introduction to Cryptography

Lecture 25: Review Class

Instructor: Aarushi Goel
Spring 2026



Anmnounce ments

HW5 J& due on May 3.

Finol exam on APniL 12 (12-3 PM).

Syllabus : EVm\Ljfhinj f’ru'm Lecture 1 to Lectunre 22. .
Yow can bm,fng two handwattten cheat Sheets.



Messaﬁe Authentication (odes ( MACS)

Dej‘—fﬂﬁ{irm; A ome-time message athentueation code Scheme with message spoce M,
Key space K and s%nume/ ta.j sfar,e, S, Compnf'sm of the ]fuLLawinj

a,LguJu'hqmsi
K::\ijem-* K: This a,LjuJLEthm samples o Key K-{—si-]{.

SEjm[m,K)—M‘TOﬂ i*nPu,.l' o mcssajc. memM & Kt}j KEK, At Du,tPu,b.s o sfjﬂa:tuﬁ,c oc¢S.
X Vmﬁfj (m,s,K) b On Jﬁn}:-l.:.t o m.:ssajr. meEM, Ke,g KEK and sfjna,twn.r. eSS, ut out/m.ts
o bit befo,rj (whcva 1 means tjes., O meamns r‘lE).

These a,ijLEL—hms must s.a,tzsjj the ]Fouowﬂhjf

Connectness : ¥ KeEXK, mEmM, Lt holds that PJ;[V{;.,LH (m, Sfjn(m,k.),l()f—l_]:l

Lmjorjm,bibltdz Foo all PPT advusoures , there exists o ne,ju‘ljfbtc qumtinn

V), Such that the -ful,lt}'wzhj holds Un the j&.‘mﬁ below:

Pr [ Adv wins] € v (1kD)




Manj-tﬂme. masggﬁe Authenticotion 3f:wne.I
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Slfgﬂ (m[JK) = 0

Adv wins Ef:
D ¥1 m#m;

® \fujj’-:j (m,u*,l()=1.




MACs
let MAC, '-'CKtHgm., 5L3ﬂ|,\ft.&£i'ld|) and MAC(, = (K&Ijg&ﬂz, S@nl, Vuijjl) he twe
MAC Sthemes. Oﬂ% one of these s Yﬂaﬂ:j—tEME mwj’nrjca,bm . but we de not

Knew whath one. Which Qf the f’DLLDWLﬂj OAe Mfu.hﬂta.bie MACS !

chﬂeh.‘ K,(——Kegjcml, K‘—'Kﬂffjc'hl Qu.t/:u,t K= (Ki, Ky).
Sf\'jﬂ((K.,Kl).m): o=( Sr.'jn, (Ki, m) , Sljﬂl (Kyym)).

This s on Mﬂfﬂ?ﬂc&ble MAC.

Ket w8 assume fOT the 3soKe o]f the contyadection that o PPT
adwasarny  Cam fovje a MAC o= (67,65) on a message m ., for which
the ad.vw‘smﬂ has mewa  seem another Mac. It o W valld, then both
oy % 0, must be Valid MACS  with Acspect to the +two Mnd,mejinj Ma ¢

Sthemes.



Howevta, 8ince we Know that at Lleast one of the Mﬂd,u%ji'n\.? Schemes
A uwfow-j:,a,bl,t , ne PPT odwve sa.;‘ﬁ Should be ocble ¢to fn'rgc o valid
Stgnatusne omn Ehe MAC Stheme .

Hence oun a.s-ﬂu,mfabf,nﬂ U4 wfonj, ancl mno  PPT a_dmswug ceen j—o-rﬂc.
oo volid Signotuse o= (a0, 05) Un Hus new MAC Schewme.



Kf{ffff'“: K,i—-Kc\ljjcnl, Kli—-Kﬂfmchl. Qu.{:f:u,t K= (Ki, Kq).

S%HC(KHKJ.): rn."m,_) o = 653?1. (K © Sfjﬂ,, (Kysmy)

s L& mot am Mﬂforgﬁ.a’bf.ﬁ MAC.
Constden  the fDLLDW!'.‘r\\.j oAU S ooy | ( ket's assume MAC, Ua quJtorje,a,bLa).

é‘ m=m||m, . &

Ad,ma/.{j o ﬁhaLLCﬂjef»

.
<

Sinte MAC, J& not (i )
L;LA—ﬂfDij.ﬂfblf) fOTje m-= YHt"mEt y T }
I

6, ON m,; ¥ 6, on

[
The cose Wwhere MAC, us

Ma F o ]
Compute o= O, @ g": M}DT\jﬁa,bf—t . butr MAC, us not
this s oo Vodid sﬁjnaturc Wil alSe be Stmtlon .

on = mfm;




Collision - Reslatant Hash Funckions

>

Deftnition: A family of functions H=h i D Refex A5 O coUlsion —

Aesistont  hash jﬁunoblow famiud (CRHF) L4
Theae exists a PPT Grem , Suth bhat K<« Gen(n), KEK.

E&S\lj to Sa;mf:te. :

Comfua&ssfoﬂf [ Re| < [ Dkl-
Easy to Evaluate: There exlsts o /:Dbynomt'lal,-‘fim& aJLjo'rEf:hm Eval ,

Such that, 3fvem €Dy , KEK, Evad (K,x) = hg(n).

Colliston Resatance ! Foa all non- uniform PPT aclversoodes A, there

ﬂx.&ts o heﬁbf;gibte_ Jlumcbfow ALY, Such that

4

wEtrx' and K<— Glen(n) ,

P | < ().
thx) = "IKC’K-) CKVXJ)*—'A(K,n)




Menkle - Domgard Transform
“J L

Ket hK:fO,li'm—-) [‘-':),13‘1"l be . CRHE

x n
we can design o CRHF He fong = font o follows::

Let 'K,Efﬂulﬁl- be o L-bit f:nru.b' that we want to hash M;[ﬂj H.

PMQC x.z ‘xl"", xB ? Whm&

I¥ L us

~ a0
Set IV =0

Zo= 1V )H hh Zi hk‘

not odiuvisible byh

L&)

Cleciyn:

I hx ux o CRHF,

B- and each X; e§mr§

we Pa_d, x with aﬂamfmo.te_bﬂ mony Os.

LNt aioZotion c.ctoT.

then %o s Hyg.

xg

L




MAC and Hash (from HomewoaK 4)

(10 points) Let {h*: {0,1}*" — {0,1}"} rex be a family of collision-resistant hash functions and
{H*:{0,1}* = {0,1}"}, _, be a family of collision-resistant hash functions obtained via a Merkle-

Damgard transformation on {h"’ : {0,1}%" — {0, 1}”} rex: Let k il IC, consider the following mes-
sage authentication code scheme for messages m € {0,1}*.

o KeyGen — K: Sample a key K & {0,1}™.
e Sign(K,m) — o: Compute and output o = H*(m| K).
o Verify(K, m,o) — b: Check if H*(m||K) equals o. Output b = 1 if equal, and b = 0 otherwise.

Determine whether this is a many-time unforgeable message authentication code
(MAC) scheme). If you believe it is, provide an explanation. If you believe it it not, show

a concrete attack.



Cosell:

This Us Q. many*ﬁme @ﬂforae.a,bte, MAC
Let's assume we cmL\t/ wse s Stheme fo-r mt&sa.ju. ?ﬂéfo;lf"_
]CDT Gm\tj me_ssaje. ™m= W,”Tﬂl

o= bk (b (e (e (V) [ ma )KL
Te win the mn]&ch.amwj ja:mc, Cuften %U"jwﬁ 5Ljna;buxt,s on
message of &Lty Cholte, the advmsmﬁ must  forge a stﬂna,tuma-

oN a new messaﬂe m.

ket o' be Such that At u alsoa voalid Sfﬁna,twe; on $ome other
Pnﬂﬁow.,lﬁ oz/uwwui- meseage m.
Let m= m,|[m, m'= my | Ma -
= hk(hg[!\f”mﬁ)”mo. But ¢ PPT a.d\rurca)ﬁ should Mok be able

ffmcl. Such  my, my becausge o]f colliston seslatance.

Thaa would EMPLA:, hg(hg(i\r"m,)llmg




Case2: o' ux not c%mL to ﬂmg othea Pnevfou..sbtf Wiwl, o .
Obseave thoabt +£hx L4 only faossfbtc ..Lf the Cndmgm{j com 3ua.e.ss K.

However, Sinte K o samPLfd, uu,nEJlofrmL\(j at yvandom, bthe Proba,bﬂlzt«d

that he cam guess K ws L, whith Js extremely small o

l'ﬂ
5uﬁfdemu3 Lmac, n.




One- Messaﬂe. Secure  Public- Kag Envypton

\ g

Daﬁmi&w: A Dﬂﬁ‘mtSSﬂjE seuwne PKE  scheme with mssaﬂc .s,m.u,/"{, Kr..j Sfﬁu;.
X, oﬁf:hmb&xt’ spa.ce C, _covnfsnfs.u oJ" the joLLew{Tﬁ a.ljm,f{:hw?

Gen= pK,SK: Thas o.ijw-,f,thm Samples a Paﬁ, (pKk, sK) E K.

% |Enc (pr.m) = ¢ : Bn f-npub a,PubLLc, KeU PK Y message mEM, Lt oLetputs u;bkmte.x.t' céC

Dec(sk, )2 m: On En’:u,l:-a, sealk ch sK & @ LEPM.TE:'E.xt cEC, ik oub)bu.n -musﬁe mé M.

These a,f:c]nnfthm must 5a,t:f,$f\|1 the fowvj :

Corncctness: For (pK.sK)4< Gen, ¥meEM, the futluwtnj holds :

P (DEL(SK, Eﬂt(PK.m))""m]" [

S&m‘i@ s Foa all PPT acvtaSonies A, ?mﬂeguaiblc fLL‘r'lti:L-OTI V(.), Such that:

(pK,sK)(—-GImCl") )
Pr [ Cme,m)) < A(pK), AlpK, Enc(sk,m,))=b | £ E’-+ V(n).
b"’é'fﬂllj




Anothen Interpactation of One - ynessege Se cuily
| J ~

S

Advens ary Ch &&Cﬂjef»

&

¢« PX (prisk) < Gen(1")
A bt S0.13
L ¢ (= Enc(pk, my)
N

_? .
Prb=b"] L+ V().

OR &W’*«&,Lcmtlﬂi f PK’ EHCCPK’m“')i Re EPK . Enc G)K.,m,)j
X me,m, €EM.




Publc - Key Enmb;rtf..on

Dndm-f)m&swv{nj ET\U\\lij:.Dﬂ: The attempt us o LooK at the Possibﬁhit\zj ojf o
PKE whee the Lf.})hmbe.xts follow the same Lem’.mgnaf:hic. order as the
messages . This Pnormty wouwld. be useful Jﬂm.. Lomfamﬁmj on enwypted
datwnbases . Aet (6Gen, Enc, Dec) be a Pu,bbfc- Key Emth.jption for messc-je
space M Such that ¥m,my, €M, 4f m,$m, , then E""C(Pmml)f{g"‘ﬂ(f’"\mﬂi

where  (pK,sK) <= Gen . Can sucth an fmuxﬂf;tzow be IND- CPA Secune ?

Nel



constden the ]CDLLDWE.Yﬁ a.d,wsw.ﬁ:

‘D &

A-d,m..sw\g ﬁhau.t'.ﬂjef»
let mo <, ¢ Pk
ComFu,te Co = Enc (PK, my) Mo, (pKiSK)4—Gien
Ci = Enc (pK, m)) ? b= foil
—— = Bnc(pk,m,)

51— (o &C and C<C,, output b=0

else Du..bPuJ:' b=1.



Cf{bheﬁ,{:'emt' Qn(ﬁ A ttouck (COA)

Dtﬁﬂi&w: A COA = Sewunrl E.ﬂ(gg})t%w stheme with mssaje, .s)ocxu..M, K‘;‘j Sfmu_

K, Lﬁf:hmb&xt SPa,u. C, COTHFh;SEA oJ" the jouauﬁ‘rtj a.ljo.h,fﬁqw:

KeyGen — K i The aijnﬁf,tﬂ'm Somplu o Key KeEK.
Enc (K.m)— ¢ : Pn f-npu}: mkc\y KeK oncd o mes a4¢ mEM, [t stputs u;bkmttx.t' ceC.
Dec (K,¢)—=m: On Em’:u,lr’ o KE‘U KEK omd o ciPhc.rbc.xt CcEC, (t oub)sutz m&ﬂﬁe mEM.
These alﬂonfﬁﬂm muat (sa,bf,sfj the fobwwfyj :
Connettness: ¥ KEK, ¥m EM, (E holds that:

Fr [De,c (K, Enc(K,m)) =M]=’l
COA-Secw..fbj; Foa evivy PPT Eve, F a hc,jbtaiblﬁ jum,bf,on Y(.), such thal
the fol.t,ewirﬁ holds Um the ja.-me below :

PAl b=b"] € 1’-—»; V(I1Kl)




% m,, M, EM 5

Eve L c=Enc CKymy) Challeng er
¢ _

&

Kﬂd Gien — K

b.\'
& b(—ifi,zi




CPA Secune Ewmjfh,on (Atse- Collecl mu,Lbume,Ssaﬁe Seurne E_'r’lu:rﬂauon)

Dtﬁﬂi&w: A CPA — Securl eﬂug})t%ofn scheme with mssaﬂa .s)oa,u../"[, K"j s[mu_
X, cﬁf:hmb&xt spo.ce C, _c,ovnfsnfs,u of the jouauﬁvtj a.ljoﬁ,fthw:

KeyGen — K i The aijnﬁf,tﬂ'm Somplu o Key KeEK.

Enc (K,m)— ¢ : Pn f.npub o key ke and a mesage mEM, [t sutputs Ciphertext c€C.
Dec (K,¢)—=m: On Em’:u,lr’ o KE‘U KEK omd o ciPhc.rbc.xt CcEC, (t oub)sutz m&ﬂﬁe mEM.

These alﬂonfﬁﬂm muat (sa,bf,sfj the fobww{yj ;
Cosnettness: ¥ KeK, ¥m EM, (b holds that:
Pr [ Dec (K, Enc(KIm)) =m =1
CPA - S&m‘i@: For all PPT odviasories , there exwsfi a nej&jfbtﬂ funct:o'n V()
Sucth that the foLLowE'nj holeols .jn the ja,me, below !
Pal b=b'] € -+ V(IKI)
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Advens ary Ch &&Cﬂjef»

&

grery POigﬂOY‘HE&L ZC _%_7) Enc(K,.) deéﬂ"“_’ <

ne. of boames

/ mo. v €M,
C&-Y\ Wﬂmﬂ b(_i_{ollj

Cb= Eﬂt CK: mh)

he’vfnu.,s.bd %vuic,ct <
N eLS0g ¢4
m
gy Poignomimt j _T_, Enc(K,.)

ne. @JE bomnes

b’ N




Modes Df Qba&fﬁoﬂ (f'rnm HomewonK 3)

Let {fi}x be a family of pseudorandom permutations (PRPs), where f; : {0,1}" — {0,1}" and
k € {0,1}". Consider the following mode of operation (a variant of counter (CTR) mode from
Lecture 14) for encrypting arbitrarily long messages m € {0,1}™, where t is arbitrary:

e KeyGen — k: Sample a key k & {0, 1}

e Enc(k,m) — c: Parse m = my||...||m;, where each m; € {0,1}". Sample ctr il {0,1}". For
each i € [t], compute ¢; = fi(ctr + i+ m;). Output ¢ = (ctr,cy, ..., ).

1. (5 points) Describe the corresponding decryption algorithm.

2. (10 points) Is this scheme CPA-secure? If you believe it is CPA-secure, provide an intuitive
explanation (a formal proof is not required). If you believe it is not secure, describe a concrete
attack that violates CPA-security.

3. (10 points) Recall from Lectures 13 that a ciphertext only attack (COA)-secure encryption
scheme is one where each key is used to encrypt only a single message. Is this scheme COA
secure? If you believe it is secure, provide a formal proof. Otherwise, describe a concrete attack

that violated COA security.



Dec (K,c): Panse c= (cty, ¢ my C)
¥ 1€[n], Lom/bu,bf m: = Jf:(c;) — by — 1
Output M= 1. [l .

Tihnis Sctheme us not CPA - Scoune. Considen the fOLLDw{.'Ylj a.d,msaiﬂ.

‘S &

ﬁrd,mw\.ﬂ (Jhau,eﬂjv»
K< Gen
Mp, ™
het Mmp= o--on"o—--:oﬂ..ﬂ. - bé—ﬁ—{on\zj
mp= 0" |17 --- L, cC C= Enc (pk,m,)
h = ) b

Pm«se. C=(cbr, ¢ -, Cw)

At C1=¢, output b=0
else owtput b=l




Obseavt that ‘fﬂ{' C U O cmmﬁptﬁuﬂ of My = 0...01"0-_.om

Enc(pk, €) : (= ]('K( 0"® 0.0l ® 0--01) = Jtl“ (0" ® 0--0l0 & D.---010)
= Cl

This Scheme s mot COA - Secune.
Whﬁg The 8ame oalttack as above «Ltill worhs.



e Pnotocol Aondomized

Key- Exthan 7

Dcffﬂfﬁ@n: A twn—famtﬂ ch- e:xchf::mje Pmutotot T s o Fnubab'ili&ttc,

Anteractive anoJulthm between twe fm.tlu; Alice and Bob , whexre
twmswift u'“L&fDJ‘LESCYIC& all the mcssaﬂu cxc,havﬂwb between Alcce and
Bob Mins the Pmoboc,oL. At the end , Alice Loc,au,:j comf:uba KAéfﬂ*‘S“~
oand Bob Loca..uﬁ compmte,& KB Efo,iﬁ“.

Corntetmess: ¥ meMN, Pr[Ky= Kg]=1

Sc&m{t’j: Forn ol PPT adversSoaies Eve , theae exlsts a nejbﬁjﬁbte.
fuﬂcﬁ,ma V(.), swuth that, j—ouu, A{—*—-fo,u}”,
Pa [Evc(&amsuii:t, Ka) =1] - Pn [Eve. Cﬁahsu.ilnt, .;1,)=J_] £ Vn.

In othesa words.

ECDxahsui}nt, KA)S fc f(taaﬂsmipt,h)}

Comfutajio wa,ug i%diltlﬂﬁuiﬁhmble :




J(cﬂ Exdﬂ{lhji

C onsider a o\qjct:.c. j-hou,f) (G,,-,j,ci/) where the DDH &SSLLThPinT"I does mot hold
Sa_'mflr. oY zf—i—Ze,/, comPLd:c hl-:jt, h1=jﬂ. Given [6,@,3,}11,)‘”)

Lk LA easy to d&ﬁnjufah between j"i’l end. jz,

Howewen , the foLLowLnj asswrbloﬂ called the ComPuta.tioﬂa,L DEﬁEe-He!Lman

(cpr) G.SSLLYT’IP‘IZ:.D?’I StUl  holds.

X CDH Assu,mla-t:.on: Sﬂ_'mf;lr, 'x,j,z_f—i—ze'/, COMPLL(_-.: h'=jt' f"r‘*\‘f‘

Given (G,q,,j,h.,h;), At L hord to Cnmrwte 3“’3.

"] all L] a
Does the D;ﬁu:- Hell man Kg\nf txchmnjc PhobowL Sl .hexma,&m Secune un



Diffie- Hellman

Key- Ex.thange Protocol
¥ J

Alcce
u<—$-Z¢1/
X
_ X
X 9 ? 7:33
) Y
<
x N
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