CS 442
Introduction to Cryptography

Lecture 3: Groups/Fields and One-Time Pads

Instructor: Aarushi Goel
Spring 2026



>

Agenda
J

GJ\.OM,fS , Fields

One- ime  Pad

Pu:ftd: S e,uug



Groups

Qef\fnfblcmt Ajneuf, Jxe,,on,ue,ntcd, 6\7 (G,0), & d,efi'ntwl, by o set G and a bufnmﬂ
of,e/\.a/to.h o thot Sai:lsféu the foLLew{iwj /o.nofe/\ﬁ.e,c:

X Closure: ¥ o,b € G, we havt aob €§

* ASSOdadu{%: ¥ a,b,C €EG, we havt (aob)eC = ao(bet)

* Jdentiby: F an element e€6 , Such that ¥ a €6, we havt oace =0
J

¥ Invuse: ¥ element o€G , F an element (-a) € G, such that oa-(-a)=¢€




Greups

bit-wlise
XOR

9 n / o
Vw,:fj thet (fonj .@) us L jnw_]b.

X Closuse ond As.souiaiimftd A eosy tovu.ZJLj
¥ Shew that 00...0 4% the ufd,enb:,t«j
—

n-times

X Show bhat fo.z; a.ego.:j", the JUnvuse 0]1 o Ui a,i&s'el,f.



Groups

G.he—u]os can have JInfinite size
Example : (2,+), where Z s the sek of Jmte:jou oand.  + Ja i’nbeﬁa addibion
Veridy that so.dsfiu alL /M,of:atfu of a 3.A9uf>.

(iJ»ou/)& cam hauvte f«'nfbc SLze

Exam,pte: (Z,,+), where Z,=§0,.. ,n-1] and + s uzn‘:ej% od ditton. mod n,

J5 rOUD .

ve;u‘fj that Lt satZs]LL'u all PJLOfe)utieA of a.jJLQ‘U-P.



Gnroups

Fou,ewinj cxne  NOT Greups. Find which vude wz violated .
(Z, x), where X Js ufnteju mwbti./sli,ca_tiom

— cdoew not Sablsfj LNV SE
(Z*, X), whee Z* J% the set of— oll mon-ZeLad fnbejm and X ua
..Zntc:ju» mutﬁ/:vfcaﬁ;om

— Still does not ‘sab&h {nverse
(®,%), whue Q@ Us the set of all hationals and x s sational
mwlﬂfufc,a,tfon

= Ne unvumse for 0.

But (QF, x), where Q" L the set of all non- ZeAe wationalk and X U

sabional mutt{/bdcat:on A aj”'o“f./



Frelds

Defi'nft%om: A]tt'cl,d LS d,efined 53 a sebt of elements F, ond twe olwm.to'rs
+ and . The ft'eLd, (F, +,*) Saﬁ’sfo'u the fouew{,nj /)’m/:u,b:e»s :

* Closwe: Y a,bEF, we have QAtbEF and Q-6 €EF

* Commutatinly: ¥ o,bEF , we hoaw a+b=bta amd a-b=b-a

% A—ssodat‘iu{el,v: ¥a,b,cEF, we have (atb)tc=at(btt) and (a-b)-¢ =a-(bc)

X Adclitive & thtzlbttwﬁw. Toentitiee : F clementt O eF and LEF such

that ¥ a€F , we haw ato=a oand a-|l=a.

X Additewe  Invense: ¥ 0 €F, F(a)eF suth that o+t (-a) =0

* Mwtipweative Invase: ¥ Ora eF , F @ EF such that o (d))=I
A D.,&b\Zbu;tlvibg.' ¥ e,b,C €F, we have oa-(b+c)=(ab)t (a-C)




Frelds

Flelds con hoave fi’nft—c size

Exam'ptc,: (2Zp, +,Xx) s a.‘fc'e,Ld, when /zv&, a,a.ni'me, + JA uf'nb'ejw
odelition mmod P X Uk Jnttju» mu,LbZ/oLfcaL’Com mod. p.
\/Ud%xj that Uk Smtzsj»fu oL /bJuo/oeA_b«fu of o_j{e,l,d,.

Flelds  cam have Infincte §ize
Exoumple . (Q , +, X)
/

Vmih that Wt Satlcffu all /)M,)Uvbces Of O ftd.d.




Private Comwmuntcotron

Q2 e @

Alice Bob

[c,omfu,t"wtfo'n ally

uun bouncled)

Eve

Fow cam AlWie sendd m to Bob, while KCC/JLO‘YLJ [t
nidd en from an evud/w/pfc/» Eve ?



One- T'vme Pacdl

inﬂe,n:

DCC(CIK): m= C® K



One- T'vme Pacdl

[et m=0. What ore the PosstLe, v alaes oj c?

ﬁlp.nob K = m®K
V2 0 0
/s | l
|

2 wwhaoatewven Eve gees L c'nde,Pe‘nd,ent oj’—m

L.e., €

clse colled tnhe ‘vitew"”

o]t the ad\rvxswxg



Perdect Secnewy
=44 o)
Is the musa.je m uusa,Ll:j semel ?

Eve (euld have e,cu,f(y ju.used, m with Pnoba.bldtj Y
In fact ..if they alreooly Knewns sme,thinj about m,
they can ele ewen bettea.

NoOTE: e cid mot deim that wn \.AOA Aanclormnm

But FEwe tould hove Leoant this wnthout Leekzrjau: C .

This vneavs (. does Not  Leak ol,')’l.\(j odellxonal

Jﬁrfo.zx-m aton  about m.



Perdeck Secnewy
Lead 5,

Typc'au joal N Ot‘]/)t”j”"‘f”"j:

PRESERVE  Secrecy Il

I'nt-u.ftiwb\j ,&/)e,aKZ'n.a, b L& what we want !

What Eve Jeoans about m aften scc.‘,nj C, s the
Same o what t'he,\«/ wcd,j Knew about wm.




Foamolizing Perfect Sewnewy
J N N,

S’e,bizgi-’ What clcd Eve CL{AC,CLCL\‘j Kmew about ¢Ethe ’mwaﬁe,?
— ,Dfl,obabiblaj A ibulion ovth m
— e, ¥m , Pa [WJ =m|

Se,btf,%l-' Whot does Eve (eoan aj—l:ea .se,dyﬁ c?
— New odabibution Pr [nuasml vlew =¢ ]

What oe we wont foa S&U\ctjz
Eves KnewLedje (N Sc,bt,fmjl

Eves Knewledee (n SeHing 2
vV J



Foamalizing Perfect Sewnewy
J N S,

¥m, ¥c, Pn[wa-—ml vfcw=cJ = Pa [vma=mj

view s J,'r\d.cfemd,Cnt of ma,

¥wm, ¥c, Palview=c| msg=m] = Palview=c]

frm all Possiblc v alares oJL the rru? , the wew AA Jdent‘icaﬂg ol b uked..

¥e¢, ¥Ywm,m, PA[V|°cw=Cl 'YY\A8=W\|] = Prlview=c| Wa-——ml]



Foamolizing Perfect Sewnewy (Su,mm >
NI J ~d

These e e?,uiva.tent fOJ»muLaLtim:

=2 ¥'m, ¥, P.n[m,ca--ml vEc,uo=c,J = Pa [vma=mj
=2\ ¥wm, ¥c, Palview=¢] msa=m] = Palvfew=C]
= |¥m, ¥c, Pn[wa-—-m,vfcw:c]: Pafm;a,——mJX?A[w’c,wn,]

=2 |¥¢, ¥m,m, , FA[V"cw=C[Wa=W\|] = Prfview=c| Wa'-’mz]

Te prove Ehat on chc)\j)otf,cm, A fehfccHt, seaune, (E Su_j—ft'ca to

F/uow oMY of these



One - time  Pad Enuvwption hos pesfect Se_uuc:}
U [4
Te Provt: ¥ mefong, ¢t é{ons, Show that
Pr[M=m| C-ct] = Pr[M=m]

Proof: PalM=m|C=ct] = Pal(M=m) N (C=c)]

Pl C=ct]

= X PAJTM=m]
/_ A
Vme{o.lg - \

Palc=ct] M=m]= PrlEnc(m.K)=ct] = 2 Pafc-ck[M=m'] x PafM=m']
m' e o\

= Pa [(m®K)=ct] ford

= Pr [ K=t ® m]

= h

1 x Z PalM-m] = 1
2 m'éfollﬁ 2




Reflectcon #£1

Is PA[W&:M,)V{M:‘:V]-‘- Pw[mAd:m,_lv-fcw:v'Jf
V\Jk.«a/vowa 'no'cg
Thas % Onbd bure Jg‘ the mé 7 unfformLU clatrabuted.

= & jeeot mm.jftlom Scheme Should be /ou»j—wtbj sethet  for
any A trabut on of msaju An the wwssajc. sl)au.



i\

Redf'lccbzow £ 2

In s tonsbuuction of one-time pod enmjftlon Scheme,
com  We use  the Same Ke,y to enwj{ot twe diﬁmenb masf
V\Ihd/ nary Not ?
Lee = m, @K oand (=M, PK
if Eve S€es Cy, €y , Lt coam comjml:c
m O My, = (O G
s
AW LecKa morTe Jt,nj#o'rmabto'n about m,, m,
than Eve had before seufmj Cyy Cy.

> Thus L8 Cen czawyoLc oj a "ome- time" cv\ujflicm.



Replection 43
Is (it suﬁfdmt jo.h am cnmj/:bion Scheme Eo onl\/j howve /):Ajcu: .se,(ﬁuj?

_Tf $o, Us the fow&mr\ﬂ jood emuj/:aon?
Enc(Kk,m) =0, i.e., the Chmj,:aon of a’h\tj Vn%&aﬁe m.,

0

mmj any Kﬁ&j K «& 02

Ne, becouwe Bob camnot (,OMcct‘LJ AL DA the omﬁmcub wwsso(ie
m i th ou-.ta,mtv

% An cnu»\tj’;biom gcheme Showld hoaw both Covrettnets cunel

/vuiv 0y




Next Closs

Foa._maug dcfi’nc, o0 one- ime /’Mfu’uf] secune cnuu:ﬂ)tlo'n schemne .

See obhern ex Am’:Lu
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