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Enc (m,K)—=¢C Dec (¢, K)=m




Perfectly Secumre Enuvyption
T J I

Dtﬁﬂit{’r%: A f)mjfecf:!j SCLUAE eﬂug})t%cm Scheme with message spau M, Key Sfmu,
X, bgf:hmbex,t spo.te C, c,nm,:nfsu. of the J'»oLLemﬁ?l.j aljumff:hw-'

fke.\rjé[e,ﬂ — K This a,l:jo.ﬁ.th'm Somplu o Key KeEK.

Enc (K.m)— ¢ : Pn ﬁnpu}: o key KeK and a musage mEM, it sutputs (phertext c€C.

Dec (K, c)—=m: On Eﬂ’:u,l." o Key KEK omd a cphevtext ¢ €C, it outputr me.egc(aje méM.

These a,ljnnfﬁﬂm muat csa,ifﬁfj the faus—mf,yj :
Comnectness: ¥ KEK, ¥m EM, (E holds that '
Pr [ Dec (K, Enc(K,m))=m]=1
Pe.r]lcc,t Scuccy: It for every Pnobabfd,bj s babuteon ovth M, ¥meEM, amd ¥cEC
for which Palc=c]>0, (t holds that:
PA[M=m|C=c] = Pr[M=m]




Shannon's Theorem_

Shonmon paevided o chonocterlzobon o]C }bajcr,bbj

Seuune tT1UE¢Pb;UH, Schevmnea .

Theorem: Let Cmyo,e.n Enc, Det) be am emujfmcm
Stheme . whene [M|=]C[l=)K]|. This scheme ws
fmjcc,ttg seuuse i‘,’f and only uif

| Evtry  Key kKeK s chosen with (e%ax)/)‘mba,bfdt-j
Yk 65 Mjuajthw K.tdﬁgan.

| Foa every mem and eVihy c€C , iaﬂnﬁ?/ue

Key KEK sucth that Enc(K, m)=cC.

Claude Shannon
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Pmo# o{ Shannon's Thgo«mq

When /M}-JK1=JC(. P%j-td: seney ——>  Concktons 1 and 2.
Condition 2

Lets oassume fo.h the Soke of wntodichon that Fpe M|, K, Kia €K

Swch thot Enc (Kiy, m3) = Enc( Kiye, m;) = X
° But we odso Know bthat ¢f o Scheme U Pt)\:f—cc,tb secure , then
¥mimj eM ¥ weC P.n[C%ﬁ'/Mrm;] = Pa [C- }Mfm']

- Sinw. the d,emgfbﬁcm ajﬁnmﬁfhm L detevmnivistic, FKj+ Kin # Kisa
such that ene (K, mj) =ck Infoct suth O unigue Key Shoulel
exist fo-r a,u.,j-fi

© Tnd  would E,m)obj thert axe  [M]T] Keys wWhich W o tontrodiction.

29 OUA Msum})ﬁon A norretk. ¥m, ¢, Qa_anﬂcVAc Key K, Swth that

Enc (m,K)=C.




Conditeon 1:
We Knew that [K[|=]|M].
- |Since the Scheme has Po&d—cw sencyy, -‘v‘m;,ijM. Lt holds that
PrnlC=¢] M=wm; | = PalC¢[M=mi]
2 Pa[Enc (K, mi)=C] = Palenc(K,mj)=c]
Also from condition 2, we Knew that 3@711,%& Ky €K, fcm evu.:j
mieM , c€C, suth that Enc (Ki,m;)=¢C
= Fafenc(K, m)=c]= PalK=k]
= FJ»[EHL (K, mj)ﬁcj: Pa [!(=]<J]

2 ¥0j PalKkekil= Palk-4i]

S each Key s plked with eguat probobillly }I/Kl‘



Conditione 1 ¥ 2. = the 3:‘.'%71 Scheme has perfeck secrewy

Givven somme  mEM » c€C, (et KF:]( be the umnfaVu; K‘fj 5umanta_£
frmm E,Dﬂdiztzﬂﬂl, Such that, Enc(K,m)-=C

Tum  PA[Cec|[M=m] = Fa[K-K]
frwn (oncition 1, we Know that PA,[K=K]: ‘/H<l

2 Prl(C=c]-= Z, Pw[(':ch:m ]- PrlM=m] = Z PJL,,—KsK]'PJL [M=w ]
mEM mEM =

= PA[K”K]' L, Pa[M=wm]
mEM,

S Mt
= PA[C=¢)M=m]= PalC=c] =/”<’




Altenate Wau Of fh&?’l’(‘t% Abouk PeAﬁJLSMf%L

( Giame - based d,fj‘—nﬂLbLm)
Recall that for perfet seuewy, we want Nm,m,eM X cel,
PA[C=c|M=m] = PA[C=c|M:m,]

Th cam be medeled ow an “ntuottive 6a-me between fye & a_cha.LLanje,a

Sincte the above f_\
G.q,uai{m must
1 m]: m‘],. EM
>

hold. :fOu&- ¥ m, m

e Coan Llet Eve

Chall eA
choose BLP{I_/EA, of e , c=Enc CKymy) ; e';j
N - e en — K
meLsaqes \‘j
Gj béi-ff,lj

\r

ba"
Eve quesses Whith /

Yness jr:. was enmtjfh:d.



Eve wins the ja,me ij b'=
Foa Pufew serney we want Eve's aau-amtocﬂc, an Lome.c,tltj u.u.s.un:j
b aftes Sccan\j e a}ahmte,x,t to be ax muth os Lk axiua'nt‘aje L
m.ASMj v bho uk boomrtj ot the u%hm.tcmt
Eves best SMtC@U to coM.eotlfj }:.ﬁbedd.:c,t b wrnthout Loomylj ot the
u,Ph eatext wua  to Aamcﬂomtﬁ 3:.:,6,55 b.

> Prlb=b]=

Thnls 33\»&» ML ANothea oteffnf,&m Df' /!Duftc,t' Se,r_a.u:j.



&a_'me— based ﬁ%ﬁﬂﬂﬁm of ;Pc’TjCC't Sa_u,e,ud

Defﬁnfl;gm: Am f’m‘”‘ﬁjf&m Sctheme CK&jﬁan, Enc, Dec) with me,s.sajc
gpoce M S Po&fcobbj seuse ..if Lt .satisffos cosnedtness (o4
d,ﬁjfhe,ct Pae,vf@mtj) ond u,f Jtm. *e%* Eve , the fout:rw?,rn:j holdx

AN Ehe Ja;me below.

Prlb=b6"]1=)4
% m,, my EM a
Eve , C=Enc CKy,my) Chaueﬂjm
N ) K — K
b’ t\tjG]:m

? b(—i‘gl,lﬁ




%e&aunj Sewafd Rwem enls

What Jlj’— the cﬁ}hmtﬂxt L not emaotlj qﬁmoiepahdﬁnt th the musajef

Next Best Thin

o

The dstrabution o_f« dfhu_f:ex,bs ws close o o datububon thatb %

uﬂﬂde,faaﬂdeﬂt oj tne mus.aae,

Statutical Closeness

ComP wtotional (Lasen ess



_Computational Semtfﬂ VS ?’eﬂfcd: SE,CU.A,LtH

Foa }:mfew Semc.tﬁ, wWe want scu.u.n. ajmmt *emf Ew,] Admsm;cj.
Howevtn, this ynay be on OVtAK LW .

AS we olauussed ecnlien, there are olke Limitatioru c%f Fe&ft&tt\uj €Lt

&ﬁbﬂj})ﬁtﬂﬂ Schemes.

In Pra,r,t’uc,c, ot m"ﬁhf: be suﬂédcnt ko s.amitfj Oja,imt: Lo;nrpuba,tfﬂﬁg

éﬂ swhle  ottatks Oy oﬁ:ose,ct to all goss:.bte_a,bt,a_cg

]

\

|

It doesm’t Maﬂ:‘j ymatter whether abocKas 0L

Lpossible, Only whether attolks ouL
[
29

Computationolly Lnfeasible
' g v

Tonn Nosh

X Modean Uv'jf)bodrafhg b boasecd om t'hfa/:nf-'lﬂcj‘})le*



Cost of Compm:qﬁm

It can be heLFﬁ.LL to +HunkK of Lost o]f— comfautaﬁon DA the (OSE of

attauk n Eeams of' muﬂcbm{j voalwe. FothE% costs  one affvomfma,t-cd.

usivﬂ the Paﬂzﬁoﬁwﬂ wmodel D:f' Amazon EC2L

clock cycles approx cost reference
2°0 $3.50 cup of coffee
2°° $100 decent tickets to a Portland Trailblazers game
26° $130,000 median home price in Oshkosh, WI
273 $130 million  budget of one of the Harry Potter movies
28° $140 billion GDP of Hungary
272 $20 trillion GDP of the United States
277 $2 quadrillion  all of human economic activity since 300,000 BC"
2128 really a lot a billion human civilizations” worth of effort



BM!?C., &Aﬁu}p T}qﬁof&_
Recall the oteffwibim ojf groups.

.Deaf_ﬂnfbiw: Ajneuf, ne'oh,u.e.nb-:d, 6\7 (G,0), s d,efﬁne.d. by o set G and a 6Encuj

of;emtm o thak Saﬁsféu the fnttewﬁrﬂ Pmi-mdea:

X Closune: ¥ a,b € §, we havt aob €g

*x ASSG:.EMZU{%: ¥ a,b,C €G, we hawt (0ob)oC = ao(bot)

X Jdentiy: F an element €¢€q ., Such that ¥ a €6, we hawt aoe =
J

X Invuse: ¥ element o€G , F an element (-a) € G, such that ao(-a)=¢€




Bosic &Anu}p Theory
) “J

Gyuwup e,’JLPDﬂC,ﬂtia/CEOﬂ: Foa o group (G,"). and garoup elementh g,h€ G

—

I P S B L
e Ay e A A

Fon G__f:')’lfk'ﬁ ghoup, We use |G| 4o denote Lt ovder (F of elementz )
Let G be A group of ovdu g, -
G s o rﬁobzc, jawu,f Jf ?rj EG, st {30, 3’. — ,j%'j =G .

5 s callecd — the geneaato o:f Gy
J
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